SOLICITATIONICONTRACTI’ER, FOR COMMERCIAL ITEMS

1. REQUISITICY

{PR-HQ-00 %882

PAGE 1 OF

OFFEROR TO COMPLET®SLOCKS 12, 17,23, 24, & 30

2, CONTRACT NO: 3. AWARDEFFECTIVE DATE [4: ORDER NUMBER . "-{5. SOLICITATION NUMBER 16.SOL|ClTATSON ISSUE DATE
GS-35F4797H 05/01/09 1519 DC0700306

7. FOR SOLICITATION a2, NAME b. TELEPHONE NUMBER (No collect calls) F OFFER DUE DATE/

INFORMATION CALL: } : LOCAL TIME
9. ISSUED BY . CODE [ 10. THIS ACQUISITION IS 11. DELIVERY FOR FOB {12, DISCOUNT TERMS

. - . . . DESTINATION UNLESS
Environmental Protection Agency : X } UNRESTRICTED BLOCK IS MARKED -
Information Resources Management Service Center (3803R) : ) CU'-E <

X ] 132. THIS CONTRACT.IS A RATED ORDER

1200 Pennsylvania Avenue, N.W. | ﬁg}nﬁ'ﬁgosm'&% % FOR B3 Y UNDER DPAS (15 CFR 700)

Washington, DC 20460

© 15, DELIVER TO

U.S. EPA -

Aftn: Melissa Benton (MC 8102R)
" 1200 Pennsyivania Ave,, N.W.

Washingten, 0.C. 20460,

SIZE STANDA! :
CODE | 16. ADMINISTERED BY

] SMALL DISADY. BUSINESS
f18(A) i

Naics: 541519

RO

13b, RATING

0 RFQ {iFB

14. METHOD OF SOLICITATION

X REP

See Box @

CODE [

e OFFEROR CODE l ] BagE™ L
CGl FEDERAL INC

12601 FAIR LAKES CIRCLE
Fairfax, VA 22033

18a. PAYMENT WILL BE MADE BY

U.S. Environmental Protection Agency
RTP-Finance Center (D143-02)

109 T.W. Alexander Drive

Durham, NC 27711

CODE I

[117b. CHECK IF REMITTANCE IS DIFFERENT AND PUT SUCH ADDRESS IN OFFER

1S CHECKED

1 SEE ADDENDUM

18b. SUBMIT INVOICES TO ADDRES‘S‘SHOWN IN BLOCK 18a. UNLESS BLOCK BELOW

19.

' 20.
ITEM NO. . SCHEDULE OF SUPPLIES/SERVICES

2, 22!
QUANTITY UNIT

23,
UNIT PRICE
{

. 24
AMOUNT~

[The Contractor shall provide Softs Testing, Imph wation, & Production

Support (STIPS) underthe Software Engineering and Specialized Scientific

. upport (SES3) Blanket Purchase Agreement # EP08H000777 .

0001 . P

Base Period:

POP: 05/01/09 - 04/30/2010

Labor Hours NTE 28,932 -

Ceiling NTE: $2,780,098.96.

0002

Option Period I:

{PoP: 05/01710 - 043072011

Labor Hours NTE 28,932
[Ceiling NTE: $2,889,966.04

0003 .

Option Period il:  ~

POP: 05/01/11 ~ 04/30/2012

L.abor Hours NTE 28,932

Ceiling NTE: $3,004,193.00

0004

Option. Period I

POP: 05/01/12 - 04/30/2013

l.abor Hours NTE 28,932

[Ceiling NTE: $3,123,005.96

0005

[Optiorlv:

POP: 05/01/13 - 04/30/2014

L.abor Hours NTE 28,932

Ceiling NTE: $3,246,593.12

0008 S

[Option Period V.

POP: 05/01/14 - 04/30/2015

lLabor Hours NTE 28,932

Ceiling NTE: $3,375,146.60

(Attach Additional sheets as Necessary)

1 JoB

‘ 1 JOB
1 JoB .
1. JOB
1. JoB

1 JOoBY

$2,780.098.96

$2,889,966‘04;
’ $3,004,193.00
$3,123,005.96
$3,246,593..12

$3,375,146.60

25. ACCOUNTING AND APPROPRIATION DATA
See attached Accounting and Appropriation data.

26. TOTAL AWARD AMOUNT (For Govt. Use Only)
$18.419,003.68

1} 27a SOLICITATION INCORPORATES BY REFERENCE FAR 52.212-1, 52.212-4. FAR 52.212-3 AND 52.2142-5 ARE ATTACHED. -

[127b. CONTRACT/PURCHASE ‘ORDER INCORPORATES BY REFERENCE FAR 52,2124, FAR 52.212:5 IS ATTACHED, ADDENDA

[ ARE [} ARE NOT ATTACHED.

I ARE [JARE NOT ATTACHED,

28. CONTRACTOR IS REQUIRED TO SIGN THIS DOCUMENT AND RETURN COPIES

[ TO ISSUING OFFICE. CONTRACTOR AGREES TO FURNISH AND DELIVER ALL ITEMS SET
FORTH OR OTHERWISE IDENTIFIED ABOVE-AND ON ANY ADDITIONAL SHEEI' S SUBJECT TO
- THE TERMS AND CONDITIONS SPECIFIED HEREIN.

[ DATED

29. AWARD OF CONTRACT: REFERENCE

. YOUR OFFER ON.SOLICITATION (BLOCK
5), INCLUDING ANY ADDITIONS OR CHANGES WHICH ARE SET FORTH

D AS.JO ITEMS;

QFFER

30a. SIGNATURE OF OFFEROR/ICONTRACTOR

30b. NAME AND TITLE OF SIGNER (TYPE OR PRINT) 30c. DATE SIGNED

31b. NAME OF CONTRACTING OFFICER (TYPE OR PRINT)

DAVID F. FULLER

ERICASIGNAJURE OF CONTRACTING OFFICER)

31c, DATE SIGN
- ~m TOQ

AUTHORIZED FOR LOCAL REPRODUCTION

SEE REVERSE FOR OMB CONTROL NUMBER AND PAPERWORK"

BURDEN STATEMENT

STANDARD FORM 1449

(10-95)

Prescribed by GSA - FAR (48 CFR) 53.212




Software Testmg, Implementatlon and Productlon Support (STIPS-2)

Contract: GS- 35F47927H, Task Order: 1519 Lead PR Number: -PR-HQ-09-11882
Summary Information B -

Title: - Software Testing, Implementation, and Production
S Support (STIPS-2)
‘Period of Performance: From: 05/01/09 -
' To: 04/30/15
- Award Date: T ‘ 04/27/09
Total Funding: : . $1,704,394.32

Accounting/Appropriation Data

2
: Program  Site/ Cost 0bj /
POPR DCN BFYS Appr.# Org Element Project Org Clss - Amount. C
Opt 1 7ACS00 08 C 267A000 404FB2APV OOOOOOOO(‘7 2504 . $300,000.00 C
Opt 1 - 7AC900 09 Cc 2672000 203FA7A LEFMO000 2512 $125,000.00 ¢
opt 1 7AC900 09 C 267A000 203FA7A LSYMO0OO 2512 $120,000.00 C
Opt 1  7AC900 09 (o 267A000 106FHAA LEFMSCOO0 ' 2512 - .$20,000.00 ¢
Opt 1  7AC900 09 C 267A000 106FHAA LSYMSCOO0 2512 : $10,000.00 C
Opt 1  7AC900 09 C 2672000 106FHAA "~ 00000000 . 2504 $10,000.00 ¢C
opt 1 7AC900 09 C 267A000 106FHAA * - LPEMSCO0 2512 ' $10,000.00 cC
Opt 1. 7AC900 09 C 267A000 203FClA LPEMOOOO 2512 $240,000.00 C
Opt 1  7AC900 09 C 267A000 404FB2APW LSMM0O0O0O 2512, $255,000.00 C
Opt 1  7AC900 09 c 267A000 404F72APC LSMMO00O 2512 $100,000.00 C N
Opt 1  7AC900 09 jo! 267A000. 404F84A 00G00000 2504 . $86,000.00 C
:Opt 1. - 7AC900 09 C " 267A000 303FB3A LEFDO0GOO 2512 ‘ - 545,000.00 cC
Opt 1 7AC300 09 C 267A000 404F72A 00000000 2504 ~ $25,000.00 -C
Opt 1 XQ8Wll 09 C 26XQ000 404FB2APW LSMM0O0OO 2515 .- $16,000.00  C
Opt 1 XN4438 08 C 26XN000 203FCiA LSIMIABS . 2515 B $1,226.49 C
Opt 1~ ¥XN4438 08 Cc 26XN000 404FABA LSIMIABS 2515 $7,173.91 ¢
Opt 1 XN4438 08 C 26XN000 404FB2APW LSIMIABS 2515 $93.92 C
Opt 1 XN4438 08 C 26XN000 404FB5A LSLMIABS 2515 ‘ $100.00- ¢
Opt. 1 XN4438 09 C 26XN000 404FB2APW LSIMIABS 2515 $36,000.00 C
Opt 1 XN4438 Q9 Cc 26XN000 404FABA LSLMIABS 2515 54,500.00 C
Opt 1 XN4438 09 Cc 26XNQOQ0 203FClA - LSIMIABS 2515 . $4,500.00 C
Opt.1 XMVK0O4 08 CR 26XMX35 404FB5A LSLMIABS ) 2515 $4,800.00 C
Opt 1 X9E008-09 C 26XF000 404FBla LSMMO000 2515 . $30,000.00 C
Opt 1  X9EQ008 09 C "26XF000 404F72APC LSMM0OOOO 2515 J $75,000.00 C
Opt 1: X9E008 09 C 26XF000 404FB5A LSMMO000 2515 $50,000.00 C
Opt 1 X9E008 09 Cc . 26XF0Q0 106FHARA LSMMO000 2515 $25,000.00. C
opt.-I - X9E008 09 c 26XF000. 404FAGA LSMM00O0O. 2515 . $75,000.00 C
Opt 1. UUL511 09 . C 26UUOOO 106FHAA L3MMOO000 . 2512 o $9,000.00 C
Opt 1 UUL511 09 Cc 2600000 404FB2APW LSMMO0OQO0 2512 - $20,000.00 C
Funding Breakout
Acct.Info Funding Category , . ¢ Amcunt.
o b o b i oy e e e i o T i o o b o o M e o e o o e i o o e e i e e e e e o i i
FY2008 -~ TAC200 Cost Celllng S : $300,000. OO
Total $300,000:.00
FY2008 - XMVK04 Cost Ceiling $4,800.00
Total $4,800.00
FY2008 -~ XN4438 Cost Ceiling $8,594.32
Total $8,594.32
FY2009 - 7AC900 Cost Ceiling $1,046,000.00

Total: . ; $1,046,000.00

Page: 2
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Lead PR Number:

Software Testing, Implementation, and Productlon Support (STIPS-Z)

Contract: GS-35F4797H, Task Order: 1518

PR-HQ-09-11882

FY2009

UUL511 Cost Celllng

$29,000.
$29,000.
$255, 000.
$255,000.
$45,000.
$45,000.

$16,000.

T o s T o e i i o i o S T e S o S ke i e S e S T 2 o S e i At n s T s e T e T et it A e e

Procurement Management Roles
TASK ORDER PROJECT OFFICER:

U.S5. E:P.A.

Attn: MELISSA W. BENTON
1200 PENNSYLVANIA AVE, NW
WASHINGTON, DC 20460

Mail Code: 8102R
Phone Number: 202-564- 2293
Fax Number: 202-565-2924

E-Mail AddreSs:-benton.melissa@epa.gov

ALTERNATE TASK ORDER PROJECT OFFICER:

U.S. E.P.A.

Attn: VALERIE A. BRANDON
1200 PENNSYLVANIA AVE, NW
WASHINGTON, DC 20460

Mail Code: 8102R
Phone Number: 202-564- 3541
Fax Number: 202- 565 2924

E-Mail Address: brandon.valerie@epa.gov

v Cost/Price Schedule

Hours

$16,000.

CLIN# POP Item Description
0002C Base Ceiling
0003¢C Opt 1 Ceiling
0004C Opt 2 Ceiling
0005C Opt 3 Ceiling
000e6c Opt 4 Ceiling
0007C Opt 5 Ceiling

52,780,098
52,889, 966.
53,004,193.
$3,123,005.
$3,246,;593.
$3,375,146.

Page:

3
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Software Testing, lmplementatlon and Productlon Support (STIPS-Z)

Contract: GS-35F4797H, Task Order: 1519 . Lead PR Number: PR~HQ-09-~11882

Attachments

- Attachment Name
Statement of Work
Task Order Terms and Conditions
Appendix: Deliverables
Appendix: Glossary
SES3 Contractor Staff Report Template
Current Application Portfolio

Task Order Totals
Category ‘ - POP Hours Amount
Cost Ceiling Base . 28,932 $2,780,098.96 .
Cost Ceiling Option 1 28,932 $2,889,966.04
Cost Ceiling Option 2 - 28,932 $3,004,193.00
Cost Celling . Option 3 28,932 $3,123,005.96
Cost Celling Option 4 28,932 $3,246,593.12:
5

Cost Ceiling Option 28,932 $3,375,146.60

Page 4




~ Statement of Work )Q -
rder: 1519

Contract: GS-35F4797H, Tas

!ead PR Number: PR-HQ-09-11882

Statement of Work

Attachment 1 - Page: 1




Appendix: Deliverables | , o |
Contract: GS-35F4797H, TasRWrder: 1519 , ' . Lead PR Number: PR-HQ-09-11882

Appendix: Deliverables

Attachment 3 - Page: 1




R S Y e, |

SES3 Contractor Staff Rewort Template

Contract: GS -35F4797H, Tas rder 1519 gead PR Number: ‘PR—HQ-O9—11.882'

SES3 Contractor Staff Report Template

Attachment 5 - Pége: 1




SOFTWARE TESTING, IMPLEMENTATION, & PRODUCTION SUPPORT
(Scientific Management and Administrative Systemis Operations and Maintenance)

-INTRODUCTION

The Software Testing, Implementation, & Production Support (STIPS) Task Order
Performance Work Statement is designed to ensure the Environmental Protection Agency (EPA),
Office of Research and Development (ORD) is provided software testing, implementation, and

“production support for various ORD labs, centers, and offices for (1) science management
systems / software and (2) administrative systems / software.

Science systems and science management systems are deferentlated based on the data they house.
A science system houses science research data and is typically used for performing scientific
research (e.g. remote sensing data collectlons for air quality modeling) and is not within scope of
this TO

A science management system is typically a collection of information about a research product(s).
. resulting from a research project (e.g. air quality modeling). Sc1ence management systems
software / databases are within scope of this TO :

Admlmstratlve data in support of science may include a tracking syster'ri for reserving a boat in
Gulf Breeze or a Freezer Inventory application in Narragansett or Cincinnati. Admlmstratlve data -,
may also include apphcatlons for management reportlng and decision support. ' '

BACKGROUND

Hlstoncally, operations and maintenance support has included:

0 Database maintenance — Table maintenance, minor software program enhancement, data
migration, data conversion, data importing and exporting; data archival and restore

7-Data exchange — Data compression and decoxﬁpresslon, data encryption and decryption, data
transfer through such vehicles as FTP and LEI (Notes Pump), data translation between -
databases and various formats such as spreadsheets and word processing tables

0 Database administration — — Monitoring, tuning, maintenance of user IDs and pnvﬂeges data
security - -

o Ad hoc reports — Graphs, charts, tables, and queries constructed for users with tools such as
Oracle Browser, SQL, Oracle Discoverer, Business Ob}CCtS Microsoft Access, and Lotus
- Approach

1 Web interface — Cold Fusion searching, Web-to-database quenes applications employing a
Web interface, such as Lotus Notes

o Acceptance testing for new applications and upgrades to existing applications

o Technical system documentation, test plans, and user guides (draft and final versions)

o Periodic demonstrations of modified system modules.

o Providing statistics concerning the use of the various Portals (e.g. Science Inventory) and web
sites -

SES’ Environment fer Software Testing, Imﬁ]emen‘tation, & Production Support (STIPS)

L Synergies may exist between science, science management, and administrative data / systems interms of the ‘
underlying techniologies, solutions, interfaces, functions-that ORD may wish to leverage in.the future:




Under the STIPS Task Order, ORD hias identified provess and anrvzn,&wn}f:lwt:iy improvements
goals that réquire collaboration with the Cantmumr that will affect positive and timely change.
These include:
s Docunsentation and implementation of ente:rprxw-wxda iunmomlly aligned processes
and practices
= Regular review of processes and pmcedures to ensure that they: r&mam mievam
measurable, and-unencumbered
» Developa full partnership relationship with the Vendor thm will result in hxgh quahfy
software testing, implementation, & production support’
Apply CMMI level 3 requirements
Implement industry best practices to reduce the ime required 10 deliver new solutions
and to strengthen service delivery. :

I’URPG@E AND SCOPE: ‘

The tasks required under this PWS include nan»dew}opmem phases of the Life Cycle:
Management Framework. Support for STIPS shalladhere to the Agency’s System Lifecyele
Policy and software'maintenance best practices, Current: ‘systems within scope aré provided in an
aliachment, Additional systenis may be added to those already idéntified throughout the life of
the task order.

Maintenatice is {ieﬁxmd Ay mai\mh minor changes to-gystems, usually i ms.penau to-defects
found in the system or urgent new requirements; Maintenance projects typiwiiy 1eet the
following criteria;

& Minorupdatestos current systerare necessary to fulfilban existing mission need,
Changesor updateg are necessary for a legacy system to remain effective and ﬁfﬁmem s
There is little or no change to the system’s functional requiréments;

Work is of low risk;
Patches or tweaking of existing teehnafogy is mecessary; and/or
“Work requircs a total level of effort of less than 240 hours.

¢« 8% @ .

Wc:rk requests greater than 240 for a single symam orproject for mmnmnance amwmes are not
within scope of this TO :

By definition, New Development is when:

s A new system is required based on a new mission nesd;
»  Several legacy-systems are consolidated into a single systeny;
o Asignificant change or addition to the systeny’s funictional reqmrememg (50% or greater as
determined by FPA) is necessary;
- Work is of a medium to high risk’;
@ Technmlagy fiew to EPA is introduced into-a system;.
s Proposed system upgrades will require more than one year to wpiﬁmmt

Modification / Enhancement is a type.of development that makes changes 16 an cxisting systcm,»
Modification/Enhancement pm;emts typically meet the following. characteristics:

»  Updates to-a current system are necessary to fulfill an existing mission need;

‘

» Rigk factors may include mission cmicaiiiy; viéibitiiy, complexity, lectnelogy, dollar valie, and schedile.




Several mainténance projects are combined to keep a legacy systenyeffective and efficient;

s Minimal change oraddition to.a system’s functional requirements (49% or less as determined

by BPA) 15 nevessary;

Work iz of low tomeditim risk;

Upgrades to existing technology are-necessary; and/or
Work requires a greater level of effort than maintenance;’
Generally-4 to 12 months to implement (rulcof fhumb)

. % & ®

Work requests formodification/enhancements shall at minimum not exceed 4 menths duration
from when work begins; including estimation, through implementation in production. EPA will .
deterniing when modification/enbancement ticketsare not within S¢ope of STIPS due o the level
-of effort required. A modification/enhancement request by definition may include multiple ticket
types that collectively equal a release. Other variables will be considered in derermining whether
work is within scope of STIPS including release schedule, available funding, priority.

*

”I‘Eﬁ”f‘ envimnmem That cenfenns 16 thc EPA and ()RD producnon enwmnmcm m an
times.’ These environments will not be fumished by ORD. It is the contractor’s.
rcspnnsxbllny to maintain their environments in syach with ORD’s production’
énvironment in order to perforin required work.

Task Order REQUIREMENTS

1.1, Tavk Order Managenrent Task,
Subtask 1-A.  Progress Reporting
‘Subtask 1-B. Financial reporting and cost tracking
Subtask 1-C. TaskOrder Managersent Plan
Subtask 1-D. Work request handling and tracking
Subtask 1-E.  Operations and Maititenance Plan
Subtask 1-F, Operating and Maintenance Manuals
Subtask 1-G. Project History Documents
Subtask.1<H. STIPS Document Repository
Subtask 16 SES3 Contractor Staff Report

| 3&1‘1&5]&:'1«& Progress Reporting

" The contractor shall provide progress reporting that monitors: perfc:;mmncc: and ﬁmncu«;
asspciated with this task order. In situations whei a Contractor is awarded muhxpia Task Orders,

‘the Technical Progress Report shall address each active: Task Order separately, give-a general
outline of the effort, state the percentage of work-completed for the Task Order during the
reporting period, and relate it to the overall effort: Progress reporting fay be requested to be

_ broken down by the TDD, site, and Lab Center Office (1/C/O) level. ORD reserves the right to
provide the format and clements the Progress Report will include. At minimum, the f{}ilﬂwmﬁ,

“(a) The Contractor shall furnish three (3.)3 copies of the combined monthly technical and.
fivancial progress report stating the progress made, including the perceptage of the




project completed, and.a da'scrzptmn of the work ace:ampimhﬁd to support the price.
Include the-<stimaed percentage of 1agk completed during the reporting peried for each .
task order. The contractor shall include the mext month anticipated/planned activities in
~ the current month progress report with a ctosswalk between what was “planiied next
mcth activities™ 10 *actial next avonth activities.” .

\ (b) Specific discussions shall include difficuities sncountered and remedzal actiontaken
- duting the reporting period, and anticipated actlvxty with a'schedule of delszabk:ﬁ for
* the subsequent reporting period.

{¢) The Contractor shall provide a list of ouitstanding: actions awznzmg Contracting
Officer authorization.

() The report shall specify financial status at the task order level as-follows:
- {1).For the current reporting period, display the amount claimed.

(2) For the cumulative period and the cunilative task order Tife display: the
‘amount obligated, amount originally invoiced, amount pai;d ambunt suspended,amount
disallowed, .and remaining approved amount. The remainingapproved amount is defined
as'the total obligated amount, }ess the total amoant originally invoiced, plus total amount
disaliowed v

| {3} For labor hours;

o Adist of emplovees, their labor categories, and ihc, numbers-of hours worked for
‘ the reporting period.

o Forthe curent seporting perod, display the cxpe—:méd direct laboy lxwrs, aidithe
total loaded direct labor costs.

o Forthie cumulative task order period display: the negotiated ané expended direct

' labor hours and the total loaded direct labor costs.

»  Display the-estiinated direct labor hours and costs to be expended during the next
reporting period.

o Display the current dollar obligated tothe task order, net amount invoiced, and

- remaining amotints for the following categories: Direct labor hours, total
estimated cost, subcontracts by individual stbeoniractor; travel, progratn
managesent, and Other Direct Costs (ODCs).

o Unbilled allowablecosts (e.g. subconiractor hours). Display the total costs
ineurred but unbilled fm* the ‘current reporting period apd cumulative for the task
order,

» For the cumulative period dzspl ay: ameunt shown on gach TP, ambunt. |
currently claimed: and remaining approved amount. The remaining approved
amount is defined as: the TDD amount less total amounts eriginally incurred.

= - Display-the estimates of remaining dircct labor lmws and costs required to
complete the task order.

¥ vanie a graph using a vertical axis for dollars and ahorizontal.axis for

‘ sxpemiﬁwes against the total estimated costiof'the Tagk Order, .
» A list of deliverables and/or activities perfarmed for each task-order durmg YﬁL

reporting period.

10




o A status listing of all approved/ unapgzsmveﬁifpmdmg approval requests received
by the contractor during that month with associated status disposition'and all -
requests pending completion on cusrent and any previous monthly teport with
prejected completion date; Thenumbers of hours required to complete ach
request shall be provided and any deviations from pm;ecmd completion date
shinll be quantified dnd deseribed.

Subtask 1-B. Financisl Reporting and Cost Tracking: In addition to standard Task Order

reporting requirements, ORD requires a mechanism for providing costs and estimates at the
TDD or project/work request level with the capability fo track costs 10 the type-of work
performed as it relates to this Task Order. - All costs assoeiated with projects and/or work .
requests shall-be reported in the monthly report by TDD as well as at an aggregate level, and

asspecified by the individual Task Order TDDs. All costs associated with specific project

endes shall be reported in the monthily report, and as. specified in the individual work request.
‘Project wodes shall be established before techuical work begins. Work estimates shall
include costs-associated with cach major project milestone/phase.

All costetracking for work to be billed should include informmation to identify the following:
- A. Task Order Number
B. TDD Number
C. Task number
- D, Application niame
"E.  Release numnber, i applicable
F.  SLOCM Phase/ Intégration matrix’
G. Work type (Bug fix, emergency release, etc ) : ’
H. Special project code specified in the TDD or documented in the wz{s

\.

“»  Create financial reports and track costs at a detailed level and produce standard reports as

- wwethasad-hoe veports;

= Changes in-established pri)jt:ﬁt codes must be reviewed by the Requestor, and appmved
by the TOCOR.

®  Costs shall be included in the monthly firaneial rﬁpﬁrt due by the 15th of the’ manth
following the month r«.p&med

s  Additional financial reporting requirements will be:speeified inthe mdmdual work
tequest/itechnical direction document.

#  Reports shall be accurate, clear, complete, timely and in mcnxdanw: thh the

requirements in-the work request. Information in the menthly progress reports shall be
© consistent with costs identified in the associated monthly invoice and consistent with

generally accepted acoounting principles. ’

&ui}task 1-C. Task Order Management Plan

Thie contractor shall preparga Task Order Managemient Plan desciribing the techinical and
functional (i.e. NOT site based) approach, organizational resources and management controls
employed to meet the cost, performance and schedule requirements thzoughout Task Order
‘execution, The contractor shall employ a program management structure to etisure the

“efficient exeeution of all tasks/TDDS, and the capability to report on the statis of work

performed. The contractorshall use a single point of contact (PQC) for all matters regarding
project administration-and reporting. Work shall bereported in a format descriptive with an
‘appropriate level of narrative and financial mibmmnon forthe TDD Technical Monitor and

A pilf page 8of 94
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shallalso be refmnmtted and rolled uptoan apgmprmw level suitable for the TOCOR and
BPA Contracting Officer”s Re;}rcsenmtwc

Subtask 1-D, Woerk request handling and tracking: The Contractor shall provide EPA
customers with a céntralized method of requesting project management suppost, incliding
work status; atnocost to-the government. The appropriate TOCOR/TM shall have access to
this system for the purposes of tracking status, approval, and cost. The phrase “work reguest
system” refers 10-d standard solution. The WRS will interface with the SES3 Work Request
Interface Page of of ORD@Work. The WRS provides detailed work descriptions and routing
approvals for requests associated with the applicable TO. The work: requests will be routed to
the appropriate TOCOR/TIM for review; and approved roguicsts will then be vouted to the
Contractor, TheContractor shall provide a written estimate of the number of hours necessary
to complete the work. Work shall not start until approved by the T OCOR/TM. When ad hoe

_plans ar reports are required, a request will be submitted viathe WRS. The date'of delivery
for such items will be specified at time of the request. EPA standard operating procedures
may require a technical work plan be submitted to the TOCOR/TM within a specified
timeframe that contains specific deliverables and due dates for submission tothe
TOCOR/TM. When sighty-five percent (85%) of the ceiling hiours have been expended on
any Work Request issued with a ceiling of Torty (40) hours or morg, the TOCOR/TM as
designated in the TDD shall be notified by the contractor in writing via the same WRS. If
additional hours are necessary, contractor shall provide TOCOR/TM with:an estimnate to
complete the work request. If the request for additional hours exceeds 15% of the original
estimate, the request should includ e a-description of changes to the original estimate and why

-~ hours beyouci the original estimate are needed to complete the work outlined in that estimate.

The TOCOR/TM shall approve or dxsapprwﬁ the requests and/or additional hours as

appro;mate ‘ -

Subtask 3»!2 Operations and Maintemme Plan
“The contractor shall update the current Operations & Mammnmce: {O&M) Plan ihat desmbcs
“resotrces, roles, tesponsibilities, policies, processes and general procedures to effectively’
nanage this life eycle furiction across ORD. O&M procedures shall be défined in the O&M
Platvand be refined and updated as changes or improved procedures are developed. The
metwns & Maintenance Plan shall be kept current througheut the period of performance.

Subtask 1-F. Operating and Maintenance Manuals
The contractor shall update corrent operating and maintenance manuals for the i inventory of
apphications. O&M plans exist for ovirall platforin technologies (i-e: Lotus Notes, Oracle)
and for significant investment applications (i.e. OMIS, ESC), Separate from the O&M Plan,
operating manuals and maintenance manuals shall describe detailed “how+o™ procedurcs.
For example, the O&M Plan might require that the system administrator ensure databases are
backed up daily. An operation or maintenance nianual describes how to doa backup.

Subtask 1-G. Project History Decurment
Any information that may be needed in the future for any aspect of operation, maintenance,
retirement, or replacement shallbe recorded and kept up-to-date in the form of a Projeet
History Document (PHD). It is not sufficient to rely on the therory of involved personnel for
such information. As a'matier of process, the contractor-shall atall times provide written
docrmentation dexazlmg any modifications to system components, features, functions, access,
fsecumy, and overall application: arcmteawm and technical environment. Pmlﬂct History
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documents at minimurm will be updated oncea yesr but-as frequently as necessary at thu
request of the TOCOR/D] TOCOR.

Subtask 1-H. STIP& ﬁowmtmi Repository
The corteactor shall maintain a sentral répository awt.ssabl& to TOCORS/ TMs of all ser
manuals; guides, deliverables, and:all other relevant documentation within the EPA Portal
‘Workspace Environment: These artifacts shall be created and updated aﬁcardmgly and stored
i & comvisn repository. Lhanwx to'the conterits of the mpomtesry shaii be gominnmicated to
all relevant stakeholders.

Subtask 1-I. SES3Confractor Staff Report .
The contractor shall provide a completed SES3 Contractor Staff Report. '

Deliverables Subtask 1-A through 141

Subtask 1-A ji*roﬁress Reportﬁiing*

Each monthly téchnical status report-and financial status report shall be electronigally delivered to
“the Contracting Officer, the BPA Contracting Officer's Rapfesemamre and to the Task Order

¢ OR.
[TAT ‘Monthly Technical Status chms " T on or before the 15th of cach month
1-A.2 | Monthly Financial Status Regorts on or before the 15th of each month

\

‘Delivered to'the Task Order COR and Deputy TOCOR
Subtask 1-B Financial Reporting and Cost Tracking

1-B.1 . |‘Cost Tracking Reports included inthe . | onvor bef‘ere the i5th of @ach meanth
‘Manthly Financial Statius Report.

COR

B2 | Ad-hoc Cost Tracking Reports As Requosted by T¢

!’Sﬁhﬁ:’aﬁk 1-C: Task Order Management Plan

[1-:C1 | Task Order Management Plan [ 15 calendar days afier Task C_}g_@er Award

Subtask 1-D: Work Re equest System

| 1:D.1 Work Request System (ifaceepted) ' | 15 calendar days after Task Crder Award

' Subtasﬁk *wEm“Qpcmtwns and Maintensnce !’Inn

| EY (f)ps:faimﬁ arid Maintenance Plan. 1 3@ caiﬁndax (ia‘y‘s after 'lask Or‘ém‘ Avard

Subtask 1-F: Gﬁamia -and Maintenance Manuals

l 1-F1 | Operating: and Mammmnw Mammis [ 65 calendar cﬁays after lasL Order Award

Subtask 1-G: Project History Document

1-G.1 Project History Documentts) k | As Required

‘Subtask 1-H: Docuinent Repository.

[ 1-}1] IDowmam Repository o 130 calendar days afier Task Order Award
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Subtask 1-1: Cantréctvr Staff Report

L1 Contragtor Staff Report 10 business days after Task Order award.
‘ ' “Subsequent deliveries: The following Friday after
changes oceur to the Report

Acceptance Criteria for Deliverables:

During the review of deliverables, the TOCOR/TM shall have the right to reject or require
correetion-of any deficiencies found in the deliverables. In the event of rejection of any
deliverable, the conitractor will be'ngtified in writing by the TOCOR of the spﬂczﬁc Teasons why'
the deliverable is being rejected. The contractor shall have 10 calendar days to correct the
rejected deliverable and returmyit to the TOCOR. The following aceeéptance criterion applies to- all
tasks: .

Completeness, ciamy, timcliness, orgamzamn, comnsmncy, meets reqmremems, _
qudlity,. gmmmamaily vorrect, and technical accuracy.

AR'!‘ICLE L ST TIPS SUPPORT TASKS

STIPS Tasks:

2.5 Testing / Independent Verification and Validation {IV&V)
2.2. Software Application-and Database Implementation
2.3 Software Application Administration & Mansgement
24. Geheral Databagé Administration
2:5; Data Management Support
2.6, Data Services
2.7 ‘Chahge Management.
2.8.  Configaration Management
2:9. Release Management

2 10.  Problem Management
211 Security Management

2.12.  Disaster Recovery
2:13. User Support
214.  System Termination Support

il’urmg3 7 the Tmlmg / 1ndepfmdem Verification-and Validation {IV& V) task, varicus c{)m;}onenix
of the system shall be intcgrated in a testing environment and checked for issues and
interoperability. Software testing may be required at different levels throughout the mainterance
process. That is 1o say, thetarget of the fest can vary: a single miodile, a group: of such hodules
(reiatmi by purpose, use, behavior; or siructurs} ora whole system, :

Testing shall be ecnducfea in view of specific oixgwnvea i precise, quanmatwe terms that allow
control to be established over the test process, Test cases shall be designed to cheek that the
funictional specifications are comreetly implemented and may be airmed at verifying different
properties. However, several other nonsfunctional properties may be tested a%; weidl, including
performance, reliability, and usability, among: many others.
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Purpose/tse
i1 To-ensure the system satisfies the user requirements

o To'check for errorsior bugs in the code, business rules, or intended processes
o To validate secufity requirements are met
o1 To validate individual system congponents infegiate properly

',Fxgt:u@ Benglils

11 To identify most issugs prior to release of the system 16 thc Usercommunity
r1 Torensure user buy+inand acceptance
1z, Inereased stakeholder confidence in systeny developmeit processes.
o Inereased effectiveness of the systemdeployed to production

at '] 13
i Project plans
i Validation deficiency reports
o Validation issues
by Procedure change requests
r1 Change requests for the venlication methods, criteria, and envitonment
1z Analysis reports (e:g., statistics-on performances, causal analysis of non-conformances; -
comparison vithe behavior between the real product-and modéls, and irends)
L3 Trouble reparts
o Test Plans
r1 Test Design Specifications
w3 Test Procedure Speeifications.
L Tést Case Specilications.
o Test Logs :
vy As specified in-the Appmdgx and/ar spezzf ed in TDD or werk request

Sugcessfal completion eriteria ,
t1. Appropriate types of festing are pertormed, including integration, system, seeurity; and user
acceplance testing and fesults communicated
‘13 Formal processes are performed for correcting deficiencies identified during testing-and
vanfyma theirremediation
t Testing docutnentation was complere and adhered to standards,
r3 Validation demonstrated that the product; as provided, fulfilled its intended use (“yau built {he
nght thmg )
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¢

o1 Verification addressed whether the work: product properly reflected the specified mqunwmmls
{“you built it right”).

o Test documentation was produced and continually updated.

@ Thedeliverable wasdeveloped in accordance with CMMI, PMEOK,, or mbstammiiy and
acceptably similar standards,,

TASK 2.2: SOFTWARE APPLIC AND DATABASE , \
TheContractor shali fisea farma.i depioyment pmce:% ihal adtiressc&. mfrastrmt tife
requirements and deploys the systemtoa production environtient. For-example, a new or
upgraded COTS praduct might require additional memory, Hardware, or tonfiguration
changes and this information must be communicated to all relevant stakeholders including
other comracting firms sarly in the m{plmmnm 101 Process. ﬁolhb@mt:@ﬁ thrauwghout and
thh all reievmt stakeholders: is a eritical success factor.

Purpose/Use
i3 To identify and address hardware and ather infrastracture requireéments to suppert the
application software
r1 To deploy new or modified ¢code in a-production environment
13 "Te provide appropriate communications to users and other relevant %mkcﬁolﬁers
£1 "o address training requirements in conjunction with release

10 nmmzm thc efficient useof the system. -
o To ensure that the right persons have aceess:to the system
icipated Deliversbles:
5| Pm;ect plans
o Training guides
o Manuals
o €ode
o As specified in the Appendix, and/or Apec'zﬁed in ThDor wc:vrk roguest

Suceessful completion cﬁtﬁma :
1 Cc}mmumcat ion and training channels are fully leveraged during apphcamm dﬁpimymem
ot The deliverable was developed inaccordance with CMMI, PMBOK, or substantially and

déeeptably similar standards. :

T he Seﬁwam Appimatmns Admlmstratmn amﬂ Managemem functmn shaii pﬁrfmm the
processes required for the delivery of services and processing; storage, and data transfer
capacity at the levels required by application owner’s specifications,

The Centractor shall establish fosmal system administration procedures to manage the
maintenance of production applications and systems software 1o ensure reliable and efficient use.

The C’omramm shall implement standard, formal processes for ensuring the optimal operation of
itssystems and making information easier to access. aad use
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I he (I‘mltracmr shall employ application administration proccdurcs to ensure that apphoammm are
available to authorized users and are c@nﬁguxe.d properly. Application administration activities
inchude setting up tser accounts, configuring application settings, addressing simple application
or data jssues, and @ecessing sy:,stem Tunctions that require administrative levels of access.

Pu mexﬁﬁ

.13 Toensure the a;;phcatzan ig-confimred appmpmtely

& Track requests for bug fixes, eshaneenients; or modifications to an existing systemn
ts Asscss and document the level of effort to nddress arequest
o Organize and group requests into releases and/or patches.

Expected Renefits
1 Reduced productivity losses that oceur when the application is not appmprzately configured,
unstable; or pedfonmance is less thanoptinal.

i ed Deliverables

o Pm;mi plans

o Documented System Administration Procedures

1Ay spécified in the Appendix, and/or Specified in TDD or work request

ipletion criteria

Su scessful con

r3 Single point of responsibility and accountability for application adininistration gm(le}mes,
processes, and procedures

13 Detined and formal responsibilities of systemy admﬁnstramr{s) with-each system having a
-designated. application administrator:

©1 The deliverable was developed in accordance with CMMI, PMH{)& ‘or substantially and
a.e:wpm}aly similar-standards.

TASK 2.4: GENERAL ASE ADMINISTRATI( s

The exmtmamr qimif prcmda general v atai)ase administration to manage data, maintain operations,

‘secure, and ensure integrity of data. Other requirements include:

- Administer database and related operating systein settinigs; such as security,
compact/defragment frequency, and linkages to other databases .

@ Create, run, and optimize queries to view or manipulate data ‘

1z Copy orimove databases or related database objeets (e.g. tables, queries).

Data management may include:

i Configuring data files for users

£ Managing disk/databasé/table. Mﬁmgﬁ, capamty‘ and tramammn Tesources
i Capagity planning

 Back:up and archiving records / files

o1 Report of the means for verifying data imegrity.

Deliverables:

. A; Non-recurring repnrt(s) conceming data base ar:immz,tmﬁm systems mppﬁﬁ activitics. emd
procedures, Reports will be requested vig work request and date of delivery will be «;pecxhed
- attime of regiest.
B.. Non-reeurring Configuration. and Standard Operating Pmccdum (S{T}I’) documentation.. This
wiii require the following:
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e C onfignratmn manualb for databme instance conﬁgwaim’n, and {ocation of all files
associated with each instanee, file protection settngs: for ail files, security

- eonfrguration, location of scripts, parageter files, ete..
Database software ingtallation SOP;
Database software upgrades SOP; -
Database instance installation, configuration, and mamwnmzw SOP:
SOP for papulating test and pre-reledse instances with data from production instancey
S0P for point-in-time recovery from database failure
SOP describing how and where developers deliver new versions m‘ software;
SOP describing the database administrator process for intallation and testing ofa

newly delivered appircatmn in test, pre-release and pmduc:tmn ingtances.

« SOP describing the entire process from délivery of a new application version thiough
testing and installation inproduction instance, mcjuiimg time ling, milestones, roles and
responsibilities. ‘

C. Project plans
D. As specified in the Appcndxx, and/or specified in TDD or work request

Oé'b'ﬂﬁ

Al taxz&e Criteria

1 The deliverable was developed in ac‘cmdmce: w;th (‘M MI, PMBOK,, or %:t;betanmiiy ard
aacapmt)iy samﬁar standards.

EF‘A’:& abliﬂy to sifmre ddm amcmgg EI’A effic@s and its partners is dependent upon quality data
numagement services. As increasing amounts of data flow within and between organizations; the
problems that can result from poor data managetment practices are becoming more apparent. A
critical success factor for this task is o understand 'where data s stored and manage the potential
conflicts that arise when copies of thatdata are-out of sync with one another:

Theservices within the scope of Data Management Support may include:

(3 Create, implement, and maintain ORD, i;sl’A data asqets following national, and international
data standards \

ti Design and preparation of data coding schemes’ am‘i maintenance of code sets

t5 Designof quality assurance methods; cnfcracmcm of data quality

r1 Metadata and content management, data mining, and evaluation of new data manageniont
fechnologies

o Integration of data across enterprise

& Provide reliable access to aam

' The Coritractor shall follow a formial, standard data management process and functiorial
approach to-efficiently manage user access to application data. This function shall include the
managamemz of other structured and unstructured content at the data management layer

.Egm::)bg Use /

&1 To structure and organize data via use ofa datahase managmem system

r3 To create and manage data warehouses whiere information is gathered from various databases
and compiled ina way that supports decision-making activities

o To create and manage data mining systems that analyze data to- show patterns or mlmmmhgm

& To'identify inconsistencies and other deficienties in data
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iy To protect data and prevent data corruption.

o To maintain database software infrastructure such as confi guraimxm data r@phm{mn routines,
smpxs, indexes, et
o Toconduct queried data serubbing activities to 'clean’ data, suchoas eizmmaﬁng duplicate
records

Expected Benefits
<13 Integrity, secarity, reliability, and avaxlabrl:ty ok applwai;mn ety
i Decreased costs-associated with security breaches and corruption of data
r1. Increased ability to identify trends that may be helpful in the accomplishment o:;f‘ ORD
ubjectives

Deliverables

r: Project plaps

r3 Reports

tr As specificd in the Appendax, and/orspecified i TDD or work régiest

& fhe de:hv&mble was developed in accordance with CMMI, PMBOK, or subsiamxaiiy and
emupmbly similar standards.

kPA s’snpp(yrw a v'mery of data requiremernts, from financial and adininistrative tovast quanmm
of GIS, modeling, and other scientific data. The scope of work for the data services principal
‘competency covers all non-science aspwia of data-support services incl uding;

7 Data migration
=t Data subscription services

. Data transfer

7 Data warchouse

1 Database optimization ,
i Search and search engine optimization, metadata, findability

o Data conversion

*  Verify procedures are in place and are beiing followed 10 review the coinpleted data for
" completeness and accuracy-and to perform data clean-up a8 required
Deternting conversiofi etror rates and whether the érror rates are manageable

*  Make recommendations on making the cofiversion process more efficientand on
maintaining the integrity of data during the conversion.

cr Database design

»  Fvaluate new and existing database designs to detenmﬂe it they miet x’:xxsimg and.
pmposed systenn requirements.

= Recommend 1mpmwmemg toexistingg ciessg,zfis te improve data mtugmy 2 system
performance.

»  Evaluate the design for maintainability, scalability, refresh-ability, concurrence,
normalization (where appmprzate) zmri any other factors affcmmg performance and data
integrity. '

= Bvahiatethe TOprocessfor adm:mstmng databases, inchiding batkup, récoviéry,
performance analysis and control of data item creation.

Deliverables
o Project plans
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& Reports

- Checklists, progedure-dociments
12 Periodic archive creation and delivery of all project artifacts, materials, and deliverables
o Ag s;wcziﬁad:fin.fhe Appendix, and/or specified in TDD or work requiest

Accmgan ce Criteria
1 ‘The deliverable was developed inaceordance w ithy CMMI, PMBOK, or substantially and

aceeptably similar standards.

”!"AS&l‘?* CHANGE MANAGE E
ORD seeks to leveragea single, standzm:i Lhang,e management process for all applications covered
under this TO that effectively classifies. nixanga requests into priotity quenes and enables ORD-to
understand the costs associated with major changes. This approach will enable ORD to-manage.
the process by which changes are requested,’ reviewed, approved, and provessed and withan
expected result of increased visibility inte and accountability forchange re}ated activities.

g,xgmtfzé Qmeﬁtg

&1 Increased effectiveness of change pmt:ﬂssmg ‘and’ m;;alemmtatmn of requested changes-

r: Decreased costs: aasamatcd with processing required changes

1 Increased customer satisfaction through increased awareness of planned and- ‘unplanned events
that impact resource availability

Deliverables

tr Project plans

i Requirements docuinents

1 Problem seports

ry Change reqitests

3 Change logs

ix Change technical feasibility ana‘iyszs dociiments
rx Change costs and benefits

o Change impact analysis

1 Chatige planning

t1 Testreports

1 Documentation

&2 Systemrelease

&3 Change verification

r1 Deviation authorizations; waivers

ry Ag specified inthe Appendix, and/or spm‘lhs?d in rrm

Suceessful completion eriteria:
1 Single point of aceountability for effective change mmlagemmt

£z A unified change management process

" g Integrate change management processes-with-configuration, asset, and other processes
followmg Contractor’s CMMI processes.

t3 The deliverable was developed in accordatice with CMMI, PMBOK, or substanualiy and
acwpiably similar standards.

TASK 2.8: CONFIGURATION MANAGEMENT
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. . .

Configuration managenient processes shall be used to manage the synchronization of any ¢hanges
that may occur during the maintenance of the system,

Change control procedures shall facilitate input for ;;aen(}dlc audn..s toconfiom pmccfduzm are,
being followed and the functionality and physical characteristics of the system match those
required by the approved configuration documentation.

Deliverables
1 Project plans
o1 As specified in the Appendix, and/or specified i in TDD or work request
i Aceurate estimates of resources needed 1o perforny the Wﬁﬂx
& Cost/benelits analysis of the requested change
t1 Process-descriptions
t1 Reguirements
o Designs
- o Test plans-and procedures artifacts
o Test results artifacts
o1 futerface deseriptiofis
o Diawings
11 Source code
i Configuration Documents
i Toolk {e:.g., compllers)

= tanixguratmn Mmgemmﬂ (CM) Plans comply with industry standards. and best practices,
policies, requirements, and provided follow-up for non:conformances.

o Software configuration identification was consistent and accurate with respect to the software
~modules, software imits, and associated software docutiients.

£ {‘lenﬁgum{mn control was maintained such that the software configuration used in critical
phages of testing; acceptance; and delivery was compatible with the associated documentation.

-t Configanation status accounting wag performed accurately including the reconding and
‘reporting of data reflecting the software's conhguranon identification, proposed chariges o the
u,mhgnr&imn identification, and the implementation status of approved changes.

i1 The deliverable was developed in: acaardzmce with CMMI, 'PMBOK, or substantially and
acceptably similar standards. -

ORD ﬁeekg tou ?szwraga the Contractor’s standard rélease processes to ensure chianges are
performed insa manner that minimizes risk to its pmducrmn environment,

AssuecessTul Software project release is oné that releasesat the right time, does not négatively
impact custorners-and users, delivers the businessvalue'it was designed to address, and does not

- gaus aninordingte impact on user support teams. The Contiactor shall follow their CMMI
processes and procedures for release management and work collaboratively with all stakeholders,
inchading other BPA contractors. It is-anticipated that the bulk of software releases will be
episrgency of minor,
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Punctional and physical audits shall be performed before the release of the software to. verify that
all the niecessary so&wam muﬁguramﬁ items are present, consistent and corwci

| Deliverables

. As speeified in the Appendix, and/or specified in TDD or work request
i Project plans.,
rirRelease plany
17 Contingeney plans
i Release numbers
! & E .
For example, Microsoft uses a standard scheme by which anyone can tell the release type
simply by tooking at the version number;

%.0.0.0—The first number significs major version release of the product.
0.x.0.0—~The second number signifies the minor version release of the product.
0:0:x. wa he third mumber.signifies the sérvice pack release of the product,

G.0.0xThe fourth nurmber ﬁgmﬁm the hotfix release of the product:

case rmnagmn@m process with documentation standards/systems

_‘

vm A fcmnai re)

o/ Software released at the right time, does not negatively impact customers and ‘users, delavcrs
the business value it was designed 1o address; and does:not canse an inordinate impact on user
-Support teams:

i The deliverable was developed in accordance with CMMI FMBOK ot substantially emd
acceptably similar standards,

’I‘b{: Can:mctor shall usea formal pmbfem managemem approach mchaémg spm1ﬁ¢
aceounitability t6 TOCOR management 1o identify and respond to both single and recurring
‘problems associated with ORD software applications and data resources. This function shall
focus on rool-cause analysis‘as well as proactive solutions to issues of an escalating nature.

Deliverables.
ti Projéct-plans
& Root-cause analysis reports
11 Documented progesses and standards
ot Aq specified in the Appendix, and/or specified in TDD orwork request

& Femmi proi:‘:km mamg&mﬁm processes and documentation standards/systems

o The adoption of a single: eﬁterpmu-wxéu bug and enhantement tracking system

o The deliverable was developed in accordance with CMMI, PMBOK, or substantially and
acoeptably similar standaeds.
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'i'h::f wcumy managaeme:nt ﬁmctwn shall bc r@sgmsxhie for managing the cxp:.ranmtat and.

planning aspects of information security. Responsibilities for this function shall be:

1 T review security requirements and. d&..w&iﬁp organizational plans to address rcqmwmmts
I(,'} mnmtm %cumy and USLT ACCHSSY pcnmsmona

vt Toretistre users have-appropriate appimd&mn rights afic penmission .

0 Toensire datd is protected

i1 Toassess the impact of proposed activities or changes on security

o Todefine policies for data and techpical resopree secutity

11 Toassess and tecominend revisions to processes or data center configurations to increase
security.
o To investigate and review security threats, valnerabilities, or incidents

Expected Benefits ‘ :

o Reduced pmciummty osges thaz ocour whenthe apphoamn gecuity is not appmpnatcly
configured; 3

1 Theteased security ol dats and-other techitical resources:

0 Decreased risk of security breaches or lapses, and'

“cr-Bustained security:standards:

I}eiwora@%
o Asispectfied in the Appenﬁzx and/or speeified in TDD or work véquist

‘o3 Awspecified or required hy ASSERT, a tool that supports the National Institite of Standards
and Technology's (NIST)and the Office of Management and Budget's requirements for
reporting under the Federal Information Saeumy Management Act {FISMA), with' zo—do Hsts
and reports to guarantee compliant system secunity.

£ Inipact analysis

o Project plans

v Test plans

1 Security asseismient veports
& Documentation

- ‘The delwerabte was devalﬂped in accordance with CMMI, PMBOK, or wbmannaily and
ac ae;xtzbly similar standards,

‘Yhe mmrausr shaii pramde wchmcal suppon for lnfmmahnn Smumty and Disaster Recovery
Planning in relation to'the databage applications. The Information Security Plan ¢hall include
physical and system security, roles, and triggers, etc. The Disaster Recovery Plan shall include
designation-of the Contractor’s readiness team, identification:of recovery prioritics, development
of emergency and recovery procedures, déseription of contingeney site(s) and testing and
maintenance of the plan. In.addition, the contracior shall provide secunity management of the
software which includes installing and maintaining Agency standard database secunty software,
The contractor shall provide technical support for any security action/issue that affects the
- application-operating environment. ‘Thecontractor shall apply security patches to the databaw
.and provide a2 monthly report of Security Activities for servers,

liverables
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0 As specified inthe Appendix, and/or specified in TDD or work request
¢ DTnpact analysis .

o Project plans _

&1 Information security plans

1 Disastér recovery plang

‘© Emergency and recovery procedures

; ‘m : Tiw dehwrablc was (iwelapad inaccordance with CMML PMBOK, or smb&immai}y and
acteptably simitar standards.

i

TASK 2.13: USER SUPPORT

Depending on any number of factors:(i.¢. Lcymplcmty), sonie software applications may reguire ad
hoc second-or third-tier user support. This support will be elaborated oncat the TDD-level.
Typical support activities may include logging and tracking all forms of customer
communications received (e tuep&mm, email, slectronie, ete. ) with fmlmwwup sontant e

- understand the problem (if appropriate), providing immediate resolution as appropriate, assigning
incident to the appropriate party or parties, and tracking incidents to closure. All support calls are
received and logged by the ORD Help Deskoand will be routed to the appropriate resource. The
contractor shall implement the approptiate business processes to'consistently manage this
function. Business processes shall be implemented by the contractor that shail institutionalize
conimon and standard operating procedures targeted at reducing end-user support calls and
facilitate a self-service user culture. . :

Specific requirements for user support activities may include training users to operate the
software.and understand the products and services and providing direct assistance during
opetations.

Deliverables

tr As specified in the Appendix, a:nﬁfor s;}eclﬁed inTbD
3 Logs

3 Metrics

.ty Resolution reports

e Proegdures.

& Documentation.

o Training plaos

o Training syllabi

I user training is required, the amountiof training may depend upon the expmﬂnw of the users
and the: mmp%axzty or novelty of the software.

o 3 e dehverablﬁ was éceveiopad inaceordance: wuh CMMI, PMBOK, or subswnna}ly ami
acceptably similar standards. v

24




The coniractor shall support and facilitate removal of existing systems or paris of a $ystem from

the production environment. Activities may include:

&1 Deactivation of system with recovery capability

o i’aak&gmg andarchiving of current data (;mludmg wftwafre cod& runbooks; campaieﬂ taﬁls,
and other information)

e Migration of data

L i)zahpumzon of softwart wmponams

6 Pm,;eet plzm !
1 Retirement Plan:
v Trapsition Plan
1 Abéhive of Dita and Soltware

Acc&gtanw Criteria;
o The deliverable was developed in aéwré&nae with CMMI, PMBOK, or substantial ly and -
acceptably similar standards.
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Terms & Conditions

Contracting offmer Representatives (CORs)

CORs include the BPA Contracting Officer's Representative (BPACOR), Task Ofder
COR (TOCOR), Alternate TOCOR (ATOCOR), and Technical Monitors (TM). Only a
COR may issue TDDs, work requests, and technical direction. Only a COR may call
mieelings with customers, end-users, or clients. The conlractor miay schiedule mestings
with CORs. Meetings seeking technical clarification that does not involve iaskmg are
informal in nature and do not require COR coordination,

Teachnical Direction
(@) The BPA Contracting Officer’s Representative is: the primary f&prasentaiwe ofthe
Contracting Officer authorized to provide technical direction on task order performance.
(b} Individuals other than the BPACOR may be authorized to provide technical direction.
If individuals other than the BPACOR are authorized to provide technical direction,; their
names will be spegified by task order or technical directive documents (TDDs) as
appropriate. A TOCOR, Technical Monitor, or other ﬁeszgnee is-authorized 1o provide
technical direction, subject to the limitations set forth below, only on his/her task order or
technical directive document.
(¢} Technical direction includes:

(1) Direction to the contractor which assists the contractor in accomplishing the

Statement of Work.

~ {2) Commenis.on and.approval of reports or o!her deliverables:

(d) Technical direction must be within the BPA and the task order, or technical directive
docurment statement of work. The BPACOR orany other techinical representative of the
Contracting Officer does not have the authority to issue fechnical direction which (1)
institutes additional work oufside the scope of the BPA, task order, or technical directive
document; (2y constitutes a-change as defired in the ”Changas clause; {3) causes an
increase or decrease in the estimated cost of the BPA, task order, or technical directive
document; (4)alters the period-of performance; or (5) changes any of the other express
terms or conditions of the BPA, task. order, or technical directive document:
(e) Technical direction wilk be issued in writing or confirmed in writing within five (5)
calendar days after verbal issuance. One copy of the technical direction
* memorandum will be forwarded to the Contracting Officer and the BPACOR.

Other Direct Costs and Travel

(1) Other Direct Costs--Other Direct Costs (ODCs) are items which are aliowable and
allocable direct costs to the task order for which EPA may reimburse the Contractor.
Such items shall be: charged in-accordance with the Contractor's established and
accepted accounting practices except as stated below. The Task Order COR (TQC:QR}
may provide approval for materials and supplies up to $500.00 (for a single itemora
refated group of items). For costs beyond $500.00, the EPA Contracting Officer's:
approval is required. This consentis only intended to be a determination of technical
reasonableness and is not a pre-determination as 1o the allowability of these costs.
Equipment is considered 1o-be “facilities” for the purpose of Part 45 of the Federal
Acquisition Regulation and, with certain exceptions, may not be reimbursed as a direct
charpe to the'contract.
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{(2) Travel-—Travel up-to $1,000. 00 for a single trip {e.g. one trip for 3 people or 1 trip for
1 person).are not allowable as a charge to this task order without prior written consent of
the TOCOR. Travel in excess of $1,000 for a single trip is not allowable as a charge to
this task order without prior written consent of the Confracting Officer. Exceptas
explicitly set forth below, the Contractor shall be reimbursed for allowable and allocable
- ftravel costs actually incurred by and paid to the Contractor's employees, provided such -
‘costs do not exceed the amount that would be payable to an employee of the
Environmental Protection Agency conducting the same travel while on Government
business. In determining the dollar value of aliowable contractor employee travel costs,
the limitation of the Federal Travel Regulations effective on the date of travel will apply to
contractor employees to the same extent they. apply to 'Federalf Gammmenfmmpwyees

{3) The Contractor may be required to furmsh to tba Contracting Officer documentary
proof of every travel expenditure: that exceeds twenty-five dollars ($25), including

receipts for common carrier transportation expenditures. Bona fide lodging receipts may
be required to be submitied by the Contractor along with the mamhty mvomes »

{4) The thractormay.elact to reimburse its employees for meals and incidental
expenses (as defined in the Federal Travel Regulations) ona per diem basis, and the
Contractor will be reimbursed for such payments. In no event shall the reimbursement
allowed under this provision exceed the standard per diem for meals and lﬁcidaniai
expenses allowable under the Federal Travel Regulations.

{5) To the maximum extent practicabte consistent with travel feqmnemems, the
‘Contractor agrees 16-use the reduced air transportation and hotel/motel rates and
‘services provided through available Government discount air fares and lodging rates. for
‘bona fide employees’ travel that is otherwise reimbursable as a direct cost pursuani to
this contract when-use of such rates results in the lowest overall cost. ‘The Contractor
shall submit requests, including pertinent information, for specific authorization to use
these rates to tha Contracting Officer.

52.217-8 ﬁ?piaon fo Extend Services (Nuv 1999)

The Government may-mqmzte continued performance of any services within the
limits and at the rates specified in the contract. These rates may be adjusted only.
as a result of revisions:to prevailing labor rates provided by the Secretary of
‘Labor. The option provision may be-exercised more than once, but the total
. extension.of performance hereunder shall not exceed 6 months. The Contracting
Officer may exercise the option by written notice to the Contractor within 30 days.

52.217-9 Option to Extend the Term of the Contract (Mar 2000)

(a) The Govemment may extend the term of this contract by written notice to the
Contractor within 30 days; provided that the Government; gives the Contractora .
preliminary written nofice of its intent to extend at least 80 days before the:
contract expires. The preliminary notice does not commit the Government to an
extension.
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(b) i the. vaemment exercises this opi:on, the extanded c:antraat shall be
considered to include this option clause.

{¢) The total duration of this contract, including the exercise of any: wmﬂg under
th;a clause, shall not exceed seventy two(72) m@nths

Traval Required By Contractor Staff

Contractor 3iaﬁ’ may be required to travel in support of this Task @rdar T’he fel%omng
shows the locations to which travel may ocour. :

The contractor shall. generate and submitto the TOCOR, a detailed Trip ﬁepnrr within
five working days of campietmg the travel. The trip report shall contain the purpose of
the trip, its length, location visited, issues/information obtained on the trip, action items
and recommendations restlting from the trip that impact the services being deilvered. .
Also include as appropriate meeting agenda(s), mesting minutes; goals, outcomes.

City | ‘ State

Ada o 0K

Athens : | CGA

Cincinnati ‘ OH

Corvallis. . , OR

Duluth MN

Edison , ‘ ‘N

Grosse lle , ’ S M

Gulf Breeze . - FL

Las Vegas _ - NV

‘Narragansett Rl
‘Newport ’ ’ OR :

Research Triangle Park NC o » { :
Washington : ‘ B 26 -

TOCOR Approval of Training

The contractor shall provide and maintain a qualified staff of personinel to meet the
requiremerits of the Statement of Work, The contractor shall provide: training-at no.cost
o government to keep its personnel abreast of changes to the science and/or
t@eﬁnowgy associated with the requirements of the task order (includes requirements
spemﬁed in attachment 3-A). In addition, the contractor shall ensure that its personnel
receive appropriate safety, health and environmental training in accordance with
Federal, state and local requirements prior to assigning any task that require such
~training. The contractor shall provide documentation of such training upon the request of
the BPA Contracting Officer's Re;aresamatw andlor Contracting Officer (COY).

The Government will not dirgctly re;mbume the cost'for eer}%ractar employees to meet or s

maintain minimal task order requirements or fo-obtain and sustainan: appropriate level ef
protessionalism. &ny direct chargess for: trarnzng will only be considered fc«r
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reimbursement under this-task order by wmpltanu& withthe procedures set forth in the
paragraph below.

There may be occasions when it is determined 1o be in-the best interest of the
Government to reimburse the contractor for the direct cost of training associated with a
requirement that represents a unigue Government need unrecognized at the time of tagk
‘order award. When such circumstances occur, the contractor shall secure the CO prior
written approval by submitting a written request to the TL‘)GOF( that-includes, at a
mmtmum the following information:

a. Individual to be trained (Identify position.and job duties under task: ordar )
b Description of circumstances necessitating the training. (Describe the specific change
to the performance requirements, !c!en’tzfy by number and title of the task order(s) that
will benefit from training and describe in detail how the training relates to the Statement
of Werk and job duties under the task order.)
“¢. Estimated cost (Include a cost breakdown with an explanation of why this is the most
cost effective means to fulfill the task order requirements.)
'd. The contractor may include a request fo use Government facilities for EPA-requested
training only. The use-of Government facilities for any other training is prohibited.

The Contracting Officer will provide the contractor with-written approval ordisapproval of
the request.. Approval of a task order quate that includes training as an other direct cost
element shall not be construed to mean the training is approved; i.e., the.contractor shall
obtain written approval for the tralhing as described. Training billed as a direct cost shall
be disallowed by the TOCOR unless approved.

Treatment a!" Confidential Business Information

{&) The Task Order COR or his/her.designes, after a written- determmanon by the
appropriate program office, may disclose confidential business information (CBI) to the
Contractor necessary 10 carry out the work required under this task order. The
Condractor agrees to use the CBl only under the following conditions:

- {1) The Contractor and Contractor's enmiployees shall: (i) use the CBl only for the
purposes of carrying out the work:required by the task order; (i} not disclose the
.information to anyone other than properly cleared EPA employees without the prior
written approval of the Assistant General Counsel for Contracts and Information Law,
and (i) return the CBI o the TOCOR or hisher designee, whenever the information is
‘no fonger required by the Contractor for performance of the work required by the task
‘order, of upon completion of the task order,

(2) The Coentractor shall obtain:a written agreement to honor the above limitations
from gach of the Contractor's employees who will \I;ave access to the information before
m& amployee is aliowed access,

{3) The Contractoragrees that these task order conditions concerning the use and

disclosure of CBI are included for the benefit of, and shall be enforceable by, both EPA
and any affected businesses hawng a proprietary interestin the information. :
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(4)The Contractor shall not use any CBI supplied by EPA or obtained during
performance hereunder to compete with any business 1o which the CBi relates.

(b) The Contractor agrees to obtain the w;*ﬁten consent of the CO, after a written
determination by the appropriate program office, priér to entering into any s subcontract
that will involve the disclosure of CBI by the Contractor to the subcontractor. The
Contractor agrees to include these provisions, including this paragraph (b), in all
subcontracts awarded pursuant to this task order that require the furnishing of CBI to the
subcontractor:

~ Handling Confidential Business Information {CBI)

The Contractor shall notify the Government if any situation arises where contractor
personnel may have had access to confidential business information, or sensitive
information. The situation shall be handled in accordance with CBl related clauses in
the contract and the Contractor shall promptly deliver the material to the TOPO for
appropriate action.

Release of Contractor Confidential Business Information

{(a) The Environmental Protection Agency (EPA) may find it necessary to release
information submitted by the Contractor either in response 1o this solicitation or ptirsuant
to the provisions of this task order, to-individuals not employed by EPA. Business
information that is ordinarily entitied to-confidential treatment under existing Agency
" regulations (40 C.F.R. Part 2) may be included in the information released to these '
individuals. Accordingly, by submission of this proposal or signature on this task order
or other contracts, the Contractor hereby consents to'a limited. reisa&e of tis confidential
business information (CBI).

(b} Possible circumstances: where the Agency may relaasa ﬂw Contractor's: GBI
“include, butare not limited to the following:

{ 1) To othe;.\Ag.ancy contractors tasked with assisting the Agency.inithe recovery of
Federal funds expended pursuant to the Comprehensive Environmental Response,
Compensation, and Liability Act, 42.U.8.C. 8ec. 96(}7 as amendad (CERCLA: or
Superfund);

: (E)Tb the U.S. Department of Justice (DOJ) ami contractors employed by DOJ for use
in advising the Agency and representing the Agency-in procedures for the recovery of
Superfund expend liurea‘ ,

(3) To parties liable, or potentially liable, for costs under CERCLA Sec. 10782 U.8C.
Sec. 9607), et al, and their insurers (Potentially Respaonsible Parties) for purposes of
faml;taimg settlement or litigation of claims against such parties;

(4) To other Agency contractors who, for purposes of pefrfammg the work required
under the respective contracts, require aceess 1o information the Agency oblained under
the Clean Air Act (42 U.S.C. 7401 et seq.), the Federal Water Pollution Control Act (33
U.8.C.1251 et séq.); the Safe Drinkifig Water Act (42 U.S.C. 300f et seq.): the Federal
Insecticide, Fungicide and Rodenticide Act (7 U.8.C. 136 et seq. ); the Resource
Conservation and Recnvery Act (42 !J 8.C. 6901 8t seq.); the Toxic Substances Control
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Act (15 U.S.C. 2601 et seq.); or the Comiprehensive Environmental Response,

‘Compensation, and Liability Act (42 U.S.C. 9601 et seq.);

{5) To other Agency confractors tasked with assisting the Ag«zancy in handling and

processing information and documents in the administration of Agency contracts, such
as providing both preaward and post award auditsupport and: specxalzmé techpical
support to the Agamy’s technical evaluation panels;

{8) To employess of grantees working at EPA under the Senior Envimnmemai

‘Employment (SEE) Program;

(7) To Speaker of the House, Pr&s;dant of the Senata or Chairman of a Committee or
Subcommities;

{8) To entities such as the General Accounting Office, boards of contract appeals, and
the Courts in the resolution of solicitation or contract protesis and disputes;

(9) To Agency contractor employees engaged in information systems analysis,
development, operation, and maintenance, including performing data processing and
management functions for the Ageﬁcy, and

~N

(10} Pursuantfo & co urt order or court-supervised agreement.

{c) The Agency recogmzas an obligation 1o protect the c::ontraz:tor from campetztwe
harm that may result from the release of such information to a competitor. Except where

otherwise provided by law, the Agency will permit the release of CBI under .
‘subparagraphs (1), (3); (4) {5)..(6), or (9) only purstant to a confidentiality agreement.

{d) This clause does not authorize the Agency to release the Contractor's CB! to. the
public pursuant to a request filed underthe Freedom of tnf{arrmncn Act.

(e) TheContractor agrees to include these provisions, including this paragraph (e), in
all subcontracts atall levels awarded pursuant tothis task order that require the
furnishing of conﬁdentiai business information by the subconfractor ’

Gwemment Contractor Relations

{a) The Government and the Cotitractor understand and agree that the seérvices 1o be
delivered under this task order by the contractor to the Government are non-personsl
services and the parties recognize and agres that no employer-employee relationiship
exists or will exist under the task order between the Government and the Confractor's
personnel, Itis, therefore, in‘the best interest of the Government to afford both parties a

full understanding of their respective obligations.

~ {b) Contractor personnel under this task order shall not:

(1) Be placed in‘a position where they are under the supervision, direction, or
evaluation of a Government employes,
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2y Ba placed in a position of command, st_spemsran administration or control
over (Government personnel, or-over parsonnel of other Conlraciors under other
EPA contracts, or become apart of the Govemment organization,

(3) Be used in administration or supervision of. Govemmani procurement
amlwnes

() Employse Relationship:

(1) The services to be performed under this task order do not require the
Contractor or hisfher personnel to exercise personal judgment and discretion on
behalf of the Government. Rather the Contractor's personnel will act and
exercise personal judgment and discretion on behalf of the Contractor.

{2) Rules, r&gulatcans directives, and requirements that are issued by the U.S.
Environmental Protection Agency under its responsibility for good order,
administration, and security are applscab!e fo all personnel who enter the
Governmentinstallation or who travel on Governiment transportation, This is ot
to be construed or interpreted to establish-any degree-of Govemment control that
is inconsistent with-a non-personal services contract,

{d) Inapplicability of Empfoyee Benefits: This task order does not create an eniployer-
employee relationship. Accordingly, entitlements.and benefits ap;almahiﬁ 1o such
retatronsh:ps do not apply.

f§2) Paymenis by the-Government under this task order are not subject to Federal
sncame tax withholdings. ,

(2} Payments by the Government anéer this task order are not subject tothe
Federal Insurance: Contributions Act. .

(3) The Cmntractor is not entitled to unemployment mmpensaiton benef’ﬁs under
the Social Security Act, as amended, by virtue of performance of this task order.

(4) The Contractor is not: enﬁﬂed to wammaﬁ s compensation benefits by virtue
of this task t:srdaf

(5) “l“he entire consideration and benefits to the Contractor for performance of
this task order is contained in the provisions for payment under this ask order.

(e} Notice. Mtis the Contractor's, as well as, the Government's mspom;bﬁﬂym ‘
monitor task order activities and rotify the Contracting Officer if the Gmtfactm believes
that the intent of this clause has been or may be violated.

- (1) The Contractor should notify the Contracting Officer in writing. prom;)tly, within
5-calendar days from the date of any incident that the Contractor considers to
constitute a violation of this clause. The notice should include the date, nature
and circumstanice of the conduct, the name; furiction and activity of each
Government employee or Contractor official or employee involved or
knowledgeable about such conduct, identify any decumenits or substance of any
oral communication involved inthe conduct ‘and the estimate in time by which
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the Government must respond to this m’noe to minimize cost, delay or disruption

of performance.

(2) The Contracting Officer will promptly, within 5 calendar days after receipt of
notice, respond to the ﬁome in writmg In responding, the Contracting Officer will

gither:

(i).Confirm that the conduct is in violation and when necessary direct the

mode of further performance,

(il countermand any communication regarded as a violation,

(i deny that the conduct constitutes a violation and when nacessary
direct the mode of further performance; or

{iv) in the event the notice i§ inadequate to make a decision, advise'the
Contractor what additional information is required, and establish

the date by which it should be furnished by the Contractorand the date
thereafter by which the Government will respond.

Supported DBMS systems
ArcGIS

Arcpad

are

Cold Fusion
Data Warehouse
Docket Projects
FORTRAN

- Lots Notes
MS Access:
MS Visual Basic
MySQL
Office Forms Facilitator (ADMiNLAN)
Oracle
PaperBridge
R

SAS

SOL Lite
ThinkGeo
Unix

Web forms

WebMethods

# Also reter o aftachment 3:A of the BPA SOW.

Techmcaif“f echnology Knowledge, Skills; and: Abﬁ:taas {this:fist is not all inclusive and as
technology-changes so may the required skuls}

ASP et
ArciMS

-ArcView

COBOL

¢.Bupport
QB&&&/Chpper

ESAM

IBM MVS

MapWindow

MS Excel

MS Visual Safe Source
Northern Lights.

Open Source Databases
Oracle Developer 2000

PowerBuilder

Remedy
Splus

- SQL Server
“Tomcat
VB.Nety

Windows XP Pro & MS Windows NT

environments
WebSphera

¢
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APPENDIX: DELIVERABLES

PhaselSub-phase Sequencing - The phase/sub—phase sequencing for the Major System and
CPIC-Lite standard work patterns is found in the SLCM Procedure. The Concept Exploration
sub-phase is optional for Non-CPIC investments, when the work is not a new investment. The
Requirements and Design sub-phases may be combined, as may the Testing and '
Implementation sub-phase/phase. However, all requirements must be completed in the manner
laid out in the SLCM Procedure.

NOTE: Major Work Products are not covered under this TO SOW. STIPS is primarily small &
other work products. -




APPENDIX: DELIVERABLES

Implementation Phase

c 1. Issue Implementation Notice

m’ . . . . Impleméntation eimplementation * implementation EPA Draft SLCM
’S?n?i "r"]‘p'efrf‘;e't‘;zt'g" t’r“(:',cr: ﬁ‘;;'é“ts:tfsna“d Decision Paper ‘Decision Paper Decision Paper Procedure Section 3.3
organizations affec y the.imp ntatio EPA Draft SLCM
Procedure Attachment
3
11{2. Manage System Implementation and Operational Validation
Ij Manage installation and ope;atidnalization of * Systerh modules | « Sys;elrn ' Sys;elm : EPA IZ;raft SSLStM 3
; module m e rocedure Section 3.
system in production environment following System | © \éerstqnt_ Vi u S . Co y rts d dat EP,: Draft SLCI\III
Implementation Plan and other applicable artifacts - escription * Vversion * Lonvered data | o ra
Documents Description o Change Procedure Attachment 3
4 Convert existing data for use in new system, if | ¢ Converted data Documents Implementation
needed ; . o Change e Converted data Notices
] : i . Implementation |« Change
E( Vgnfy system operation and, if needed, Notices implementation
integrity of converted data Notices
U 3. Maintain Security C&A
O oversee continuous monitoring of s curi e Updated + Updated + Updated o EPA Draft SLCM
' controlse " g of secuilty Security Plan Security Plan Security - Procedure Section 3.3
D Perform periodic re-evaluations of security ¢ Updatgd ¢ Updatgd éqc;’(edltatlon *  EPADraft SLCM
erform periodic re-e L:‘ ons | b and Security - Security . Package Procedure Attachment 3
categrc:'nzatnon, reviews of security controls, an Accreditation Accreditation « Updated e NIST SP 800-26
re-certifications Package Package ASSERT (Revised & Draft Rev. 1),
| a Revise security plan and self-assessment as e Updated e Updated record SP 800-37, SP-800-53
needed ASSERT record . ASSERT e Authorization to (Draft Rev. 1), Draft SP
0 complete outstanding POA&Ms *  Authorization to Record , Operate 800-53A .
Operate o Authorization to ¢ . ASSERT intranet site
Operate ‘ .

g 4. Provide input to update Solution Architecture (if changes occurred)

lj Provide input to.update Solution Architecture
(if changes occurred) following work from
Acquisition/Development Phase Step 18
(Acquisition/Development Phase)

[3, Provide input to-update READ record

e Updated
Solution
Architecture

e Information for
TM.to update
READ record

» Updated Source

content for
Exhibit 300

s Updated
Solution
Architecture

¢ [nformation for
TM to update
READ record

| o Informationfor

TM to update
READ record

EPA EA Governance
Procedure Section 3

EPA EA Compliance
Package

READ Intranet Site
Exhibit 300 Guidance

U1 5. Track EvM Actuais (NOT APPLICABLE)




APPENDIX: DELIVERABLES

[ continue comparing actual cost and

» Source content

EPA CPIC Procedures

Operations and.
Maintenance
Phase

Phase

schedule performance data - for Exhibit 300 s EPA EVM Procedures
s EVMActuals o Exhibit 300 Guidance
for quarterly :
reporting
E((:".,R‘eview and Modify Business Case
O Review Exhibit 300 and modify based on . Upd'at_ed Information « EPA CPIC Procedures
CPIC Control results Exhibit 300 forTM to o EPA Exhibit 300/
& ' . ¢ Information for revise CPIC CPIC Proposal
Provide input to update eCPIC record TM to update Lite Guidance
» eCPIC record e OMB Circular No: A-
) 11 Parts 2'& 7, Capital
Programming Guide
e eCPIC
4 7. Undergo Post-Implementation Review
Q) coordinate review of Solution Architecture | ® - Approval of Approval of Approvalto | EPAEA Govemance
o Solution Solution proceed to Procedure Section 3
o Coordinate and contribute to Post- Architecture (if Architecture Operations  EPAEA Compliance
Implementation Review (PIR) necessary) (if necessary) and Package
 -PIR Report Approval to gﬁ:mtenance e EPADraft SLCM -
« PIR proceed to ase Procedure Attachment
acceptance Op;" ations 3
an
¢  Approval to Maintenance * EPA CPIC Procedures:
proceed to .

i 4 1. Manage System O&M

E, Oversee operations support
[ d Oversee data and software administration

c Oversee configuration management and
change control

s Updated System
Documentation

e CM.and Change
Control
Reporting

" Updated
. System
Documents

e Updated

System
Documents

o EPA Draft SLCM
Procedure Section 3.4

o EPA Draft SLCM
- Procedure Attachment

4

ljz. Manage System Risk

IE, Provide input to revise risk assessments and
risk inventory as needed

¢ Information for
TM to update
Risk
Management
Pian

¢ Information for

© TMto update
source content
for Exhibit 300

Information for

TM to update
Risk
Management
Plan

 * Information for
TM to update -

Risk
Management
Plan

« NISTSP 800-30 _

Exhibit 300 Guidande




APPENDIX: DELIVERABLES

Operations and Maintenance (O&M) Phase

g 3. Maintain Security C&A

IE‘ s L . Updated Security | »  Updated s Updated EPA Draft SLCM
contg\llsersee continuous monitoring of security Plan Security Plan Security Plan Procedure Section 3.4
, Updated Security | »  Updated ** Updated . EPA Draft SLCM
Ij Perform periodic re-evaluations of security Accreditation . Security Security Procedure Attachment
categorization, reviews of security controls, and re- Package Accreditation Accreditation 4
certifications Updated - Package Package NIST SP 800-26
Ij'/ : ASSERT record o Updated s Updated (Revised & Draft Rev.
Revise security plan and self-assessment as Re-Authorization ASSERT ASSERT 1), SP 800-37, SP 800-
needed to Operate record record 53 (Draft Rev. 1), Draft
Ij . SP 800-53A
Complete outstanding POA&Ms ASSERT Intranet Site
® 4, Update Solution Architecture
Ij N o . Updated Solution | ' Updated * Information for EPA EA Governance
; Usptdat?l 30"‘}'0" "'}1' tck:gtecg':e fgllowmg work Architecture Solution “TM to update Procedure Section 3
Ir;m ep 4 (Implementation Phase) Information for Architecture READ record EPA EA Compliance
— : ' N TM to update . » Information for Package
Provid d D
rovide input to. update READ record READ record M to update READ Infranet Site
Information for READ record ~ Exhibit 300 Guidance
( TM to update ) .
) source content
for Exhibit 300
J 5. conduct Operational Analysis
&I Continue comparing actual cost and schedule Source content EPA CPIC Procedures
performance data . for Exhibit 300 OA Guidance
. Operational Document
. Analysis Report Exhibit 300 Guidance
6, Review and Modify Business Case
U Review and modify business case based on Information for s Information for - EPA CPIC Procedures "
Control Phase results and PIR TM to update . TM to update EPA Exhibit 300 / CPIC
Exhibit 300 eCPIC record " Proposal Guidance
4 Provide input to update eCPIC record Information for OMB Circular No. A-11
(calendar-based) .TM to update Parts 2 & 7, Capital
eCPIC record Programming Guide
-eCPIC ‘
7. Undergo In-Process Review
IE, X . S . User Satisfaction | » User : s User EPA EA Governance
Coordinate review of Solution Architecture Review Satisfaction Satisfaction Procedure Section 3
cd Coordinate In-Process Review System Review Review EPA EA Compliance
Diagnosis Package
.4 Coordinate User Satisfaction Review leading to EPA Draft SLCM
: system Procedure Attachment
maintenance or 4
new

development




APPENDIX: DELIVERABLES

Operations and Maintenance (O&M) Phase

[ 8. Undergo Control Gate #4 — Modify or Terminate

E{ Coordinate with stakeholders to perform
Modify or Teminate Review of the system -

e  Re-Authorization |
to Operate

Authorization to
Operate

Re-

Re- .
Authorization

to Operate .

EPA Draft SLCM
Procedure Section 3.4
EPA Draft SLCM
Procedure Attachment
4

Control Gate Reviews
section of EPA SLCM
Attachments

Standard (Full) Work Pattern

2 ] . | !
"'-; ] P ] ! (
i |
a8 | | i !
- =
2 E-#. 0618 crioza #ap | | ac=ymaomr |l 207D# 20@%62 08 1071¥D | 2e0z0mmas | 56.?%'” 7B& [|| - 10%2F138
£ FGaA%" 1 ? , W00 “A0\TOPH
k. A ‘l [ a ‘l ‘I
\ |
@ , &
| | |
| : | | |
| | | ]
| | i |
| <:=)3T30# ] ! | !
T A | [ |
. ) 1 | |
Fg;’,f.’,/:f.“',;‘ | C7102 & "#4¥D L I 40=)3%2 OH TR ROTDH | I 20@%6 2 0! l I 1oTiaDas2 602 0113 l' l prekiietrall | s
3 T A ] A '
: | &
| NotesContolgates 18 2are dombined, ,' '
] | J -
. X \ X
Legend: 426 9329 S Cohirol Gate ~ Control Gate - . Control.Gate ~
A c2 o A :,:,";}";ane Sotiications EA Compliance Certiications @ sutorizationto Operate & Modify or Refire

¢ Description - The standard (full) work pattern follows the general pattern laid out in the SLCM
Procedure. Also known as the “waterfall” model, it follows a Iinear process to implement an

information system.

e Appropriate Uses - The standard work pattern is appropriate for all projects that require a high
“degree of control and where there i is single implementation.

e Strengths ~ The standard work pattern is simple to follow and is a recognizable pattern familiar to
most stakeholders. It provides strong controls and project reviews.

+ Weaknesses ~ Because it moves all of the work through-a specific sub-phase at once, schedules can
become drawn out, especially in large projects. Where functionality can be released incrementally,
you should consider the Managed Evolutionary Development (MED) work pattern.




APPENDIX: DELIVERABLES

» Phase/Sub-phase Sequencing - The phase/sub-phase sequencing for the Major System and CPIC-
Lite standard work patterns is found in the SLCM Procedure. The Coencept Exploration sub-phase is
optional for Non-CPIC investments, when the work is not a new investment. The Requirements and

" Design sub-phases may be combined, as may the Testing and Implementation sub-phase/phase.
However, all requirements must be completed in the manner laid out in the SLCM Procedure.

¢ Project Level Reviews — At the end of each sub-phase the project manager should conduct a review
of the system to ensure that the requirements for that phase/sub-phase have been met. For Non-
CPIC systems the project level reviews for the Requirements and Design sub-phases may be
combined as well as the reviews for the Testing and Implementation sub-phases. -

« Control Gates — For Majors and CPIC-Lite systems all four control gate reviews are required. The
first at the end of the Requirements sub-phase, the second at the end of the Design sub-phase, the
third at the end of the Testing sub-phase and the fourth during the Operations and Maintenance sub-
phase. In this work pattern the system owner should. ensure that all requirements have been met at
each control gate before allowing the system to proceed to the next sub-phase. For Non-CPIC
systems the first and second control gates may be combined into one that is conducted after Design.

References: ,
SYSTEM LIFE CYCLE MANAGEMENT (SLCM) PROCEDURE
http://www.epa.gov/irmpoli8/ciopolicy/SLCMProcedures-2111.5-p-1.pdf

OFFICE OF ENVIRONMENTAL INFORMATION POLICY
http://www.epa.gov/irmpoli8/policies.htm




'APPENDIX: GLOSSARY

ACCEPTANCE/QUALIFICATION
TESTING . ’

A[SAPTIVE MAINTENANCE
ADDED ITEM
ALPHA AND BETA TESTING

' CHANGE COSTS AND BENEFITS

CHANGE IMPACT ANALYSIS
CHANGE LOG ENTRY
CHANGE”PLANNING
CHANGE REQUEST |

CHANGE TECHNICAL FEASIBILITY

" CHANGE VERIFICATION

[
li

CHANGED ITEM

CONFIGURATION MANAGEMENT

CONFIGURATION MANAGEMENT
AUDITS '

CONFIGURATION TESTING'

CONFORMANCE
TESTING/FUNCTIONAL
TESTING/CORRECTNESS TESTING
CORRECTIVE MAINTENANCE

Acceptance/qualification testing shall be required to check the system beha
however these may have been expressed.

Adaptive maintenance modifies the software to keep it up to date with its er \
and other systems all make up the environment of a software system. Adag
because of changes in the target platform. : :

Self-explanatory: a neWIy created ITEM; subtype of ITEM.

Alpha and beta testing: Before the software is released, it may be required
potential users for trial use, either in-house (alpha testing) or external (beta

The exbected effort required to implement and the advantages (e.g. cost sz \
implementing the change. Also named economic feasibility (Vogl, 2004).

\

An assessment of the extent of the change (Rajlich, 1999).

Distinct entry in the collection of all changes (e.g. for a project); consists of : -
TECHNICAL FEASIBILITY, CHANGE COSTS AND BENEFITS, CHANGE |
PLANNING; TEST REPORT and CHANGE VERIFICATION. Not all these
terminated earlier (i.e. if the change is not implemented). :

\

“A scheme, method or design for the attainment of some objective or to ach
(Georgetown University, n.d.), in.this case the change.

Document that describes the requested change and why it is important; car
system enhancements, other projects, changes in underlying systems and :
REQUIREMENTS (Dennis, et al., 2002). Important attribute: ‘go/no-go deci:
executed or not?

Concept that indicates whether or not “reliable hardware and software, tech
needs of a proposed system [i.e. change request] can be acquired or devel
time” (Vogl, 2004). ‘

A determination of whether or not the result of the change |mplementat|on f
(Rigby, 2003).

Self-explanatory: an ITEM that already existed, but has been altered; subty, ‘

Beyond documentation, configuration management shall include establishir
controlling changes to the system. Change control shall ensure O&M perso
undocumented changes to the system. A change control process shall be e
proposed changes. A change may be as simple as changing a configuratiol -
component. The change control process shall include all relevant stakehold

" system to ensure that all potential options and ramifications [including risk] :
‘Configuration management audits.— Audits conducted to confirm that config

configuration items are com plete "t and accurate.

Configuration testing: In cases v o 4 serve different use
to analyze the software under t : tang,
Conformance testing/Functiory : Aformance
observed behavior of the test/ sations.
Corrective maintenance reny ‘ ariding priori

“
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CRITICAL CHANGE
DOCUMENTATION

EMERGENCY RELEASE

FUNCTIONAL CONFIGURATION
AUDITS (FCA)

IMPLEMENTATION PHASE
INSTALLATION TESTING

INTEGRATION TESTING

~ITEM

MINOR RELEASE

.

MODIFICATION / ENHANCEMENT

OPERATIONS AND MAINTENANCE
PHASE

PERFECTIVE MAINTENANCE

PERFORMANCE TESTING

PHYSICAL CONFIGURATION AUDIT

(PCA)

Critical change: A change is considered critical if it has a major impacton ¢
maintenance budget. The criticality of a software change request is evaluat

_ software problem.

According to the Pennsylvania State Unlverslty Libraries (2004) definition, [
which accompanies other materials (usually non-book), and which explalns
functions as a guide to the major materials.” In this context, it can also be di
as it relates to (pieces of) the system.

Emergency release: The purpose of an emergency release is to get a mod
as possible. Only the configuration rtems directly affected by the fault are re
corrective.

Functional Configuration Audits (FCA)-— Audits conducted to verify that the

.configuration item have achieved the requirements specified in its functiona

operational and support documentation is complete and satisfactory.

This phase of the EPA System Life Cycle is to move the completed system
production environment and complete the necessary processes so users ce
identified in the mission need.

Installation testing: Usually after completion of software and acceptance te:

“installation in the target environment.

Integration testing may be required to verify the interaction between softwai
software, systematic, lncremental integration testing strategies are usually |
together at once.

“A non-specific term used to.denote any product, including systems, subsys
sets, accessories, computer programs, computer software or parts” (Rigby,
ADDED ITEM and CHANGED ITEM.

Minor release:” The purpose of a minor release is to provide corrections to :
minor releases depends upon the rate at which software problems are repo
software problems. Some low-risk perfective maintenance changes may be
this SOW. A minor release of a software system may aiso provide smail ext
changes can be easily assimitated by users without trarmng Minor adaptiv
maintenance process.

A type of development that makes changes to an eX|st|ng system. Modifical -
the following characteristics:

Updates to a current system are necessary to fulfill an existing mission
Several maintenance projects are combined to keep a legacy system e
Minimal change or addition to a system’s functional requirements (49%
Work is of low to medium risk;

Upgrades to existing technology are necessary, and/or

Work requires a greater level of effort than Maintenance.

Generally 4 to 12 months to implement (rule of thumb).

The operations and maintenance phase starts when the initiator, customer,
software for production use. The phase ends when the software is taken ou
executing activities such as operating the system, monitoring system perfor
training operators, testing the system after any changes are made, and tuni

Perfective maintenance improves the system without changing its functiona
maintenance is preventing failures and optimizing the software. This might |
components that have the highest failure rate, or components whose perfor
Performance testing: This requirement is specifically aimed at verifying tha
performance requirements, for instance, capacity and response time.
Physical Configuration Audit (PCA) — Audits conducted to verify that the as-
technical documentation that defines it.
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PROBLEM REPORT

PROJECT HISTORY DOCUMENT
(PHD)

RECOVERY TESTING
REGRESSION TESTING

REQUIREMENT
SOFTWARE RELEASE
MANAGEMENT
STRESS TESTING

SYSTEM RELEASE
SYSTEM TESTING

TEST REPORT

/

UNIT TESTING

URGENT CHANGE

USABILITY TESTING

Document describing a problem that cannot be solved by a Ievel 1-help des
contact info of person reporting the problem, what is causing the problem; I
action taken and disposition (Dennis, et al., 2002). »

A Project History Document (PHD) shall be required that summarizes the
project. The software manager should collect appropriate information, sumr
by-phase as the project proceeds. When final acceptance is near, the softw
document taking into account what has happened since the start of the ope
Recovery testing may be required to verify software restart capabilities aftel
Regression testing may be required to verify that modifications have not ca

A required functienality of a component (or item; NASA, 2005).

Software release management encompasses the identification, packaging,
(e.g. executable prograim, documentation, release notes, and configuration
which product items are to be delivered, and then select the correct variant:
application of the product. Refer to CMMI Product Integration for additiona
Stress testing may be required to exercise software at the maximum design

Consists of one or more ITEMS and the accompanying DOCUMENTATION |

System testing may be required to test the behavior of a whole system andi
functional system requirements, such as security, speed, accuracy, and reli
applic'ations, utilities, hardware devices, or the operating environment area

“A document that describes the conduct and results of the testing carried ot
the change]” (IEEE, 1991).

Unit testing may be required to verify the functioning in lsolatlon of software '
Depending on the context, these could be the individual subprograms oral
units. Typically, unit testing occurs with access to the code being tested anc

 might involve the programmers who wrote the code.

Urgent change: A change is urgent if it has to be implemented and release
Routine changes are released in convenient groups according to the releas -
management plan.

Usabihty testing may be required to evaluate how easy' it is for end-users to
user documentation; how effectively the software functions in supporting us
from user errors.
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Technology

| ORD Location L/ICIO Application Name
Ada NRMRL Ada Comp Support ; Lotus Notes
Ada NRMRL Ada Technical Directives Lotus Notes
Ada NRMRL jAuto Identification Lotus Notes
Ada NRMRL Borehole Flowmeter C
Ada NRMRL Chemical Inventory Oracle Forms 6i
Ada ~ {NRMRL Credit Hours Lotus Notes
Ada - NRMRL CSMoS Model Library Lotus Notes
Ada - NRMRL Extramural Database Lotus Approach
JAda NRMRL GWERD Document Deliverable Library Lotus Notes
Ada NRMRL ___|GWERD EMS Training . Lotus Notes
Ada NRMRL 'GWERD Graphics Deliverable Library {Lotus Notes
Ada NRMRL. GWERD Handbook Lotus Notes
Ada NRMRL GWERD Message Box Lotus Notes
Ada "INRMRL GWERD‘Training Lotus Notes
Ada NRMRL Health and Safety System Microsoft Access
Ada NRMRL  {IHRP Cold Fusion
Ada INRMRL Laptop Updates Lotus Notes
Ada NRMRL Ledger Database . Microsoft Access
1Ada NRMRL Locator Database Cold Fusion
Ada ~ INRMRL Oracle Server Status Lotus Notes
Ada NRMRL PC Inventory Oracle Forms 6i
Ada NRMRL Property Management Oracle Forms. 6i
Ada NRMRL QA Apps ‘|Lotus Notes
Ada NRMRL QLOG Lotus Notes
Ada NRMRL Reservations System Lotus Notes
Ada NRMRL RSKERL Computer Procedures | Lotus Notes.
Ada NRMRL Safety Management Oracle Forms 6i
Ada NRMRL Sr. Management Team Room {Lotus Notes:
“|Ada NRMRL Serials Info System ‘Oracle Forms 6i
Ada NRMRL SRIC Oracle Forms 6i
Ada NRMRL Supply Management Oracle Forms 6i
Ada NRMRL Travel Database Microsoft Access
Ada NRMRL Valco Switches C
Athens NERL ACT Barriers and Suggestions [Lotus Notes
Athens * INERL Athens Awards Database System Lotus Notes
Athens NERL Athens Beach Study Mail-in Database Lotus Notes
{Athens NERL ‘|Athens Configuration Recommendations Lotus Notes
Athens NERL Athens Disuser Log Lotus Notes
Athens NERL Athens Inhouse Property System Lotus Notes
Athens NERL Athens Library Check Out/In Sys *|Lotus Notes
|Athens NERL Athens Purchase Order System ' Lotus Notes
Athens NERL CFE Software Database Lotus Notes
Athens NERL Control Items System Lotus Notes
Athens NERL Definitive Media Library Lotus Nt~ """
Athens NERL ERD - IT - SOPs
Athens NERL ERD Admin Suite
Athens NERL ERD LabNotes
Athens NERL ERD Policies and Procedures - LOPS i
Athens NERL ERD Software Database i
Athens NERL ERD Web Awards - i
NERL L¢

Athens

Facilities Helpdesk DB




Lotus Notes

Athens NERL Facilities Management System
Athens NERL Laboratory Corrective Action Tracking System Lotus Notes
Athens NERL Name Change or Rebuild Lotus Notes
Athens NERL Proteus ) , coTS

|Athens NERL -{Scientific Research Plan (SRP InfoPath) Microsoft Access/Info Path
Athens NERL Telecom HelpDesk\Telephone WRS Lotus Notes
Athens INERL Work Request ‘ Lotus Notes
Cincinnati NERL BugBase PHP

* |Cincinnati NERL CERB Log Book Lotus Notes

" ICincinnati NERL ETV Web Site Log Lotus Notes
Cincinnati NERL IACUC. Protocols Lotus Notes -
Cincinnati NERL NERL CI Wired , Lotus Notes
Cincinnati NERL - Provisional Peer Review Toxicicity Values PHP )
Cincinnati NERL Workstation/Account Request ) . |Lotus Notes
Cincinnati NERL Thermalcycler Reservation Database Lotus Notes
Cincinnati NERL Vehicle Reservation Database Lotus Notes
RTP NERL/NCCT|NERL/NCCT QATS v2.1 Lotus Notes
RTP NERL/NCCT |NERL/NCCT SOP v2.1 Lotus Notes
Cincinnati NHSRC NHSRC QA Track Lotus Notes
Cincinnati NHSRC PPRTV PHP
Corvallis NHEERL Budget Application Microsoft Access
Corvallis NHEERL Cardlock System > COTS
Corvallis NHEERL Chemical Inventory Database Lotus'Notes -
Corvallis NHEERL  [Infor 7i BE ' COTS
Corvallis NHEERL Library Work Request ‘ Lofus Notes
Corvallis NHEERL Quality Assurance Database Microsoft Access
Corvallis NHEERL Records Archive Database Lotus Notes
Corvallis NHEERL Training Database {Lotus Notes
[Corvallis NHEERL WED Travel Calendar Database Lotus Notes
Corvallis NHEERL Who What Where Microsoft Access
Corvallis NHEERL  |wirite-2 Microsoft Access
Duluth NHEERL .~ |Application Administrators Tool Cold Fusion
Duluth NHEERL ArcGIS (database only): Oracle Database
Duluth NHEERL CATS Oracle Forms 6i
Duluth NHEERL Event Registration System Cold Fusion
Duluth NHEERL MED Room Calendar Lotus Notes.
Duluth NHEERL  |Qwest Yellow Pages - COTS '
Duluth NHEERL Recruiting Contacts Database Lotus Notes
Duluth NHEERL Research Summary Cold Fusion
Duluth NHEERL Research Vessel Survey Lotus Notes
Duluth INHEERL [Staff , : _|Cold Fusion
Duluth NHEERL Technical Assistance Information System (TAIS - |Cold Fusion
Duluth NHEERL = |TERS Reqeust System Cold Fusion
Duluth NHEERL  [Training Resources |Cold Fusion
Duluth NHEERL |Vertere ) COTS

[Gulf Breeze NHEERL Address Book Review Lotus Notes
Gulf Breeze NHEERL Chemical inventory Lotus Notes
Gulf Breeze ' NHEERL |Chiller_Data_45 Lotus Notes

{culf Breeze NHEERL = lcompliance Lotus Notes .
Gulf Breeze NHEERL Contractor Procurements Lotus Notes
Gulf Breeze NHEERL - |Diving Records Lotus Notes
Gulf Breeze NHEERL Doors Lotus Notes




|Guif Breeze INHEERL E~Forms Agent Container Lotus Notes
Gulf Breeze NHEERL Employee Processing Lotus Notes
Gulf Breeze NHEERL Environmental Management System Lotus Notes
| Guif Breeze NHEERL Equipment_Maintenance_System Lotus Notes
Gulf Breeze NHEERL Faciliies Daily Time | Lotus Notes
Gulf Breeze NHEERL Facilities_ Work_Requests Lotus Notes
Gulf Breeze NHEERL FedEx Lotus Notes °
Gulf Breeze NHEERL Float Plans Lotus Notes
1Gulf Breeze NHEERL Gas Acquisition System {Lotus Notes
Gulf Breeze NHEERL  |GB Facilitis Lotus Notes
Gulf Breeze NHEERL GED - Acute Toxicity Data Lotus Notes
Gulf Breeze NHEERL - |GED - ADP Daily Time Lotus Notes
Gulf Breeze NHEERL GED - ADP Maintenance System Lotus Notes
Gulf Breeze NHEERL GED - ADP Property Lotus Notes
Gulf Breeze NHEERL GED - ADP_Work_Requests Lotus Notes
Gulf Breeze NHEERL  |GED - Animal Use Lotus Notes
Gulf Breeze NHEERL GED - Archive Lotus Notes Databases Lotus Notes
Gulf Breeze - NHEERL . |GED - Author Index Lotus Notes
Gulf Breeze NHEERL GED - Authorized Visitor Lotus Notes
Gulf Breeze NHEERL GED - Award Nominations Lotus Notes
Gulf Breeze {NHEERL GED - Benthic Data Lotus Notes
Gulf Breeze NHEERL GED - Call Detail Lotus Notes
Gulf Breeze NHEERL |GED - Employee Timesheet Database Lotus Notes
Gulf Breeze NHEERL GED - Environmental Bibliography Lotus Notes
Gulf Breeze NHEERL GED - Frequently Asked Questions Lotus Notes
Gulf Breeze NHEERL GED - Fresh Water Toxicity Data . Lotus Notes
|Gulf Breeze NHEERL GED - Human Resources Database ‘ Lotus Notes
Gulf Breeze. NHEERL GED - ILL_ReqUests ) Lotus Notes
Gulf Breeze NHEERL GED - Interlibrary Loan Data Lotus Notes
Gulf Breeze NHEERL GED - Laboratory Contributions Lotus Notes
_IGulf Breeze NHEERL GED - Laboratory Notebooks Lotus Notes
Gulf Breeze NHEERL GED - Library Holdings Lotus Notes
Gulf Breeze NHEERL GED - Library Orders Data Base Lotus Notes
Gulf Breeze NHEERL GED - Library Orders Data Base - Lotus Notes
Gulf Breeze NHEERL GED - Library Reprints Lotus Notes
Gulf Breeze NHEERL - |GED - Literature Search Requests ’ Lotus Notes
Gulf Breeze NHEERL GED - Lotus Notes Agent/Functions Lotus Notes
Gulf Breeze' NHEERL GED - Lotus Notes Agent/Functions Lotus Notes
Gulf Breeze NHEERL GED - NADS Image Database. Lotus Notes
Gulf Breeze NHEERL GED - NARA Disposition Lotus Notes
Gulf Breeze NHEERL GED - Non ADP Property Lotus Notes
Gulf Breeze NHEERL GED - Phone. Lotus Notes
Gulf Breeze ' INHEERL GED - Policies and Procedures Lotus Notés
Gulf Breeze NHEERL GED - Probit Analysis Database Lotus Notes
Gulf Breeze NHEERL GED - Probit Analysis Database Lotus Notes
Gulf Breeze NHEERL GED - Procufement Request Status Lotus Notes
Gulf Breeze NHEERL GED - QA Project Plans B Lotus Notes
Gulf Breeze. NHEERL GED .- Receiving Reports - |Lotus Notes
Gulf Breeze NHEERL GED — Research Planning Lotus Notes
Gulf Breeze NHEERL GED - Reservations Lotus Notes
Gulf Breeze - NHEERL GED - Seawater Delivery System Data |Lotus Notes
Gulf Breeze NHEERL GED - Seawater QA Monitbring ) k Lotus Notes




Gulf Breeze NHEERL GED - Spearman-Karber Analysis Lotus Notes
|Gulf Breeze NHEERL GED - Standard Toxicity Data - Lotus Notes
Gulf Breeze NHEERL GED - Suggestion Box Lotus Notes
Gulf Breeze NHEERL GED - Tosics Release Inventory Lotus Notes
Gulf Breeze NHEERL |GED - Travel_Request Lotus Notes
Gulf Breeze NHEERL  |GED - Vendor Database Lotus Notes
Gulf Breeze NHEERL GED - Visual Products Catalog Lotus Notes
Gulf Breeze NHEERL GED - Warehouse Supplies Lotus Notes
Gulf Breeze NHEERL GED - Weather Data Lotus Notes
Gulf Breeze NHEERL - |GED - WEB Lotus Notes
Gulf Breeze NHEERL GED - Week at a Glance Newsletter Lotus Notes
Gulf Breeze NHEERL GED - Wet Lab Data Lotus Notes
Gulf Breeze NHEERL GED Call detail Lotus' Notes
Gulf Breeze NHEERL GED Fadilities Daily Time Lotus Notes
|Gulf Breeze NHEERL GED Laboratory Research Products Catalog Lotus Notes
Gulf Breeze NHEERL IT Systems Inventory i Lotus Notes
- |Gulf Breeze NHEERL |Receiving Reports Lotus Notes
Gulf Breeze NHEERL Reminder Lotus Notes
Gulf Breeze NHEERL  |Security Requesis " |Lotus Notes
Guif Breeze NHEERL Web ICE Lotus Notes
Las Vegas NERL ADP Request Tracking Lotus Notes
Las Vegas - NERL AP Mail Interface Lotus Notes
Las Vegas NERL Appstart Visual Basic 6
Las Vegas “INERL Chemical Inventory Lotus Notes
Las Vegas NERL Contract Accounting Lotus Notes
Las Vegas NERL EDS Phase One Lotus Notes
Las Vegas NERL Encrypt Visual Basic 6
Las Vegas NERL ESD Resource Reservations Lotus Notes
Las Vegas NERL Facilities Request End User Interface Lotus Notes
Las Vegas NERL . Facilities Request Tracking System Lotus Notes
‘t{Las Vegas “INERL Facility Key Tracking Lotus Notes
Las Vegas NERL Fast HAP ) ] |Visual Basic 6
Las Vegas NERL Field Update Manager Lotus Notes
Las Vegas NERL Gas Cylinder Tracking Visual Basic 6
Las Vegas NERL GCT Reporter Visual Basic 6
Las Vegas NERL History of Accountable Property (HAP) Visual Basic 6
Las Vegas NERL IAMS Buildings and Rooms Lotus Notes
|Las vegas NERL IAMS Employees s |Lotus Notes
Las Vegas NERL IAMS Employers Lotus Notes
Las Vegas INERL IAMS External Services Lotus Notes
Las Vegas NERL IAMS Internal Services Lotus Notes
Las Vegas NERL IAMS Library Visual Basic 6
Las Vegas NERL IAMS Organizational Paths |Lotus Notes
Las Vegas NERL Imagery Report Locator Lotus Notes
Las Vegas NERL Performance Award System Lotus Notes
Las Vegas NERL pH Monitor Visual Basic 6
Las Vegas NERL pH Reporter Visual Basic 6
Las Vegas NERL Phone Book " Crystal Reports
Las Vegas * NERL Phone Viewer Lotus Notes'
Las Vegas . NERL Procurement Request/Order System (PRO) Visual Basic .NET
Las Vegas NERL | Recurring Costs Tracking System ‘|Lotus Notes
Las Vegas NERL Regit Visual Basic 6




Las Vegas NERL . Rolodex Visual Basic 6
Las Vegas NERL Software Dictionary Visual Basic 6
Las Vegas NERL Software Inventory Control Visual Basic 6
Las Vegas NERL ° Software Summaries Visual Basic 6
Las Vegas NERL Software Transfers Visual Basic 6
Las Vegas NERL " |Warehouse Inventory Control (WIC) Visual Basic 6
Las Vegas NERL Warehouse On-Line Ordering System (WareCat) Lotus Notes
Narragansett NHEERL  |Administration Leave Calendar ' Lotus Notes
Narragansett NHEERL AED Wildlife Literature Database’ PL/SQL
Narragansett ' |NHEERL E-Forms Lotus Notes
Narragansett NHEERL . |Facilities Work Request PL/SQL
Narragansett NHEERL = |Admin Suite Lotus Notes
Narragansett . NHEERL |Hardware Inventory System PL/SQL
Narragansett NHEERL Library AED Bibliography System PL/SQL
Narragansett NHEERL NEERS Membership System Microsoft Access
Narragansett ? INHEERL Photo Archive System PL/SQL
Narragansett NHEERL Procurement Database PL/SQL
Narragansett NHEERL Publication Tracking System Unknown
Narragansett NHEERL  |QA Tracking System PL/SQL
Narragansett NHEERL - |Records/Archive System PL/SQL’
Narragansett NHEERL Resource Reservation Lotus Notes
ORD Wide ORD Wide |ORD BioSketch : Lotus Notes
ORD Wide ORD Wide |Environmental Science Connector Oracle Portal / Java
ORD Wide ORD Wide - |Mail-In Database Lotus Notes
ORD Wide ORD Wide |OMIS | Oracle Forms 6i
ORD Wide ORD Wide |ORMA RRB Resources " |Lotus Notes
ORD Wide ORD Wide |ORD Address Book Lotus Notes
ORD Wide ORD Wide ' |ORD Awards Database Lotus Notes
ORD Wide ORD Wide |ORD Change Control Database Lotus Notes -
JORD Wide ORD Wide |ORD Transmittal Lotus. Notes
ORD Wide ORD Wide _|ORD@Work Java
ORD Wide ORD Wide {OSP Crada Database Lotus Notes
ORD Wide ORD Wide |ROCS Account Services Database Lotus Notes
ORD Wide ORD Wide |Science Inventory Cold Fusion
ORD Wide ORD Wide |Water Treatability Database Java
RTP NCCT NCCT Web Stats Cold Fusion
RTP NCEA NCEA CRIB Cold Fusion
RTP NCEA NCEA Docket Cold Fusion
RTP NCEA NCEA TRCTrack PowerBuilder
RTP NCEA Software Reservations Database Lotus Notes
RTP ORD Wide {c.Support Lotus Notes
RTP NERL NERL Competitive Sourcing Survey Lotus Notes
RTP NERL HEASD Log Lotus Notes
RTP - {NERL Identity Reconciliation Database Lotus Notes
RTP NERL ORMA Action Transmittals Lotus Notes
RTP NERL Purchase Card- NERL Lotus Notes
RTP NERL TIS Lotus Notes
RTP NERL WebTracker Mach |l Lotus Notes'
RTP NERL WIPS Lotus Notes
RTP NHEERL Analytical Chemistry Core Cold Fusion
RTP INHEERL Animal Requests Database Lotus Notes
RTP NHEERL Awards Registration Cold Fusion




RTP INHEERL  |BankCard Lotus Notes '

RTP - INHEERL Beaches Lotus Notes
/ RTP . INHEERL  [Client Contract Survey ~ |Lotus Notes

RTP NHEERL ECD Citations ' Cold Fusion
RTP NHEERL ECD Intranet ) Cold Fusion
RTP ' NHEERL NHEERL Competitive Sourcing Survey Lotus Notes
RTP ! { NHEERL eLAPR Lotus Notes
RTP NHEERL Extramural Tracking System ' Lotus Notes
RTP NHEERL GAS Lotus Notes
RTP NHEERL Intranet Search Cold Fusion
RTP ) NHEERL Media Archive ) Cold Fusion
RTP NHEERL Networking Leadership and Training Cold Fusion
RTP NHEERL NHEERL Calendar. . Cold Fusion
‘ RTP NHEERL NHEERL CF Cold Fusion
RTP NHEERL NHEERL Fact Sheets Cold Fusion
IRTP NHEERL NHEERL Health Division Sounding Boards . |cold Fusion
RTP NHEERL . |[NHEERL Staffing Survey : Cold Fusion
RTP NHEERL  jQAIMS ' Lotus Notes
RTP NHEERL Regulatory Support Database Lotus Notes
RTP NHEERL RPCS Team Room ) Lotus Notes
RTP NHEERL Toxicogenomics Core Cold Fusion
ORD Wide |OSA Staff Calendar ‘ Lotus Notes
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